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This is a talk about sensor communication wires.

● Alarm systems and access control first
● Defeating line supervision and end-of-line resistors

○ Surrogate Resistor
○ Voltage Regulation

● Defenses

Go try it in the Lock Bypass Village!

https://www.bypassvillage.org/games/alarm_wire/ 

https://www.bypassvillage.org/games/alarm_wire/






Alarm Zones

Zone 1 - NC

Zone 2 - NC
Zone 3 - NO















































Pick the lock

Unscrew the enclosure casing and 
jumper out the lines

Blue team: put the keyswitch on the 
secure side of the door; use a lock 
of equal or higher security as the 
door; install a tamper switch.



























Red Team Attacks - Binary Sensor Comms Lines - Normally Closed

Switch open - controller sees high impedance - alarm

Switch closed - controller sees low impedance - no alarm

Switch open, line jumpered - controller sees low impedance - no alarm



Red Team Attacks - Binary Sensor Comms Lines - Normally Open

Switch open - controller sees high impedance - no alarm

Switch closed - controller sees low impedance - alarm

Switch closed, line cut - controller sees high impedance - no alarm



Blue Team Defense - Binary Sensor Comms Lines

Vulnerable - put voltage across line, listen for high / low impedance

Less vulnerable - put voltage across line, listen for impedance in range
Switch between two different resistances (wire one series, one parallel) 

R1          R2

Best - encrypted digital line with DOS detection 
heartbeats 



EOLR
End-of-line Resistors



Two Approaches

1) Surrogate Resistor
2) Voltage Regulation



Resistor Review (Slide 1 of 3)
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Resistor Review (Slide 2 of 3)

Requivalent = R1 +  R2

R1 R2



Resistor Review (Slide 3 of 3)
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R1           R1||R2 = R1

R2



How does the controller measure resistance?

R1           R1||R2

A

R1           R1||R2V

Rint



Special case: open circuit (line cut)
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Special case: short circuit (line jumpered)
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E.g. Honeywell
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Attacking the EOLRs
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Schematic - Multimeter Adapter

V - SPDT - 
Measure 
Voltage

I - DPDT - 
Measure 
Current

Ω - SPDT - 
Measure 
Component

± - SPDT - 
Apply 
Voltage for 
Zener 

★ - DPDT - 
Engage 
Attack

+
COM
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1kΩ
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Can we do Better?



Can we do Better?
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Zener: effect changes with temperature; not well suited for outdoor applications if 
a high breakdown voltage (Avalanche effect dominates)

5.6V breakdown: Zener and Avalanche effect approximately equal, temperature 
coefficients cancel. 

Low breakdown voltage: Zener effect dominates; much more rounded knee at 
breakdown.  Less well suited - use resistive if possible.  



Schematic - Multimeter Adapter
1 - SPDT - 
Measure 
Voltage

2 - DPDT - 
Measure 
Current

3 - SPDT - 
Measure 
Component

4 - SPDT - Apply 
Voltage for Zener 
Breakdown

5 - DPDT - 
Engage Attack
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Schematic - Standalone Meter
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Defences



















Use encrypted digital lines with DOS detection heartbeats 

Encrypted Digital Lines



Operating Environment
What do you rely on?  What can change?
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            HVAC

   Hot water    BCS/BAS

     Intercom Annunciation

 Life Safety (Fire Alarm)

Lightning Protection

Compressed Air

Gases (CH4, N2, O2, Ar)

  Security Alarm System

    Cameras         Lighting

Site Radio

    Mobility (Hallways,
           Elevators)

Power

Water

Telephone /
Cell Network

Network

Wastewater

Gas

Cable

EMS

   Transportation

Garbage Collection

   Drainage

     District heating 

     District cooling

Supply chain

In-Building  Upstream
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Questions?
b.graydon@ggrsecurity.com

@access_ctrl

Go try it!
https://www.bypassvillage.org/games/ 
alarm_wire/ 

Or just: bypassvillage.org 

Source:
https://github.com/bgraydon/alarm_wire 
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