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Blind Injection - How it works?

▪ One byte from each position of the 

information querying the server for True 

or False

▪ Boolean

▪ Time Based

▪ SQL Injection (Blind SQL Injection)



Problem???

We can distinguish true and false from the encrypted traffic 

just looking on the length of the responses or the delays 

between them



Real Problem -> BILOST

BILOST -> Blind Injection Leak Over SSL/TLS

Passive attack; no interaction with the victim

Blind Injection exploits are written in a PREDICTABLE way



f(n) = x  ---- where “n” is the leak

f -> the method

x -> 2 types of output; True or False

n -> the result; or the leak!



Known methods of exploiting with blind technique

Charset – abcdef-z 0123-9

Binary search – sqlmap demo

Bit Shifting – not so common



Challenges with the extraction methods

No challenges when we are dealing with optimization 

techniques like binary search or bit shifting

Charset method was the biggest challenge. 



Exploit over SSL/TLS

We have the length of the packets; Boolean 

We have the time between packets; Time based

Even there is a padding involved, in some cases we still 

exploit this problem. Would work if the block size is smaller 

than the difference between True and False responses

Is not a problem with the SSL/TLS protocol



Scenarios of exploiting

Penetration testing company

ISP – Internet Service Provider

Maybe, one more reason why large countries have a 

strategic interest to pass the traffic of another country 

through their infrastructure



Over Tor? Future work?

You have exit nodes?

Be aware of the cell padding!



Tools and exploit databases

All tools we analyzed exploits blind injections in a 

predictable manner; no exceptions 

All public blind injection exploits we analyzed were found 

vulnerable to this problem





What we did in the demo?

The pentester from company A exploits a vulnerable web app with sqlmap

The mitm took the encrypted traffic and did a passive attack; no interaction

extracted the True and False from packet lengths

feed his local sqlmap with the same True and False to leak the data





Fixing this problem

For charset method just shuffle the charset

abcdefghijklmnopqrstuvwxyz0123456789

xd0tc7ouysq53lek9inabrzw2j84mh16vgfp

For the binary search add some extra steps which your 

exploit won’t take them into account



Conclusion

The way we write Blind Injection exploits might be predictable

When we want to optimize the Blind Injection attacks, we must 

consider inserting random steps through the optimization 

algorithm, be it binary search, bit shifting or any other type of 

optimization

Defensive technique? Payload less detection! The payload 

complexity doesn’t matter!
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