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Disclaimer
● None of research was paid for
● All research was done in good faith
● Nothing today represents our employers, 
past employers, or future employers

● None of us are under gag orders*
● All content in the slides is CC0
● All trademarks, logos and brand names are 
the property of their respective owners.



 

Who am I?
Sick Codes - good hackerman 

https://github.com/sickcodes

https://twitter.com/sickcodes

https://linkedin.com/in/sickcodes

https://sick.codes

https://github.com/sickcodes
https://twitter.com/sickcodes
https://linkedin.com/in/sickcodes
https://sick.codes/


Why is this important?



Scnenarios

● “The sprayers are programmed by the 
hacker to unevenly spray the 
chemicals on the crops, applying 
ten times the chemical on certain 
parts of the field, and a tenth the 
dose on other parts.”



Skewed risks

● Denial of Service BIG impact

● “hacker uploads a firmware update 
that inserts an offset into the GPS 
locations used by the target.”



Real threats

● “offset of (say) 100 yards North of 
where it should be. The target 
navigates itself onto a highway, 
into a river, through a fence, over 
a cliff, or whatever. Target is 
destroyed,”

Conor Cagney:
https://sick.codes/leaky-john-deere-apis-serious-food-supply-
chain-vulnerabilities-discovered-by-sick-codes-kevin-kenney-
willie-cade/#comment-41658



More Real threats

● “The sprayers are programmed by the 
hacker to unevenly spray the 
chemicals on the crops, applying 
ten times the chemical on certain 
parts of the field, and a tenth the 
dose on other parts.”



Why did we even look at Ag?



Nobody else was.



Willie Cade 

Grandson of 
Theo Brown who 
was spent 30 
years on John 
Deere Board.



Kevin Kenney

● Nebraska

● Engineer
● Farmer

● Photographer: Walker 
Pickering for Bloomberg 
Businessweek



The hackers

● Sick Codes      https://twitter.com/sickcodes

● wabaf3t         https://twitter.com/wabafet1

● D0rkerDevil     https://twitter.com/D0rkerDevil

● johnjhacking    https://twitter.com/johnjhacking

● rej_ex          https://twitter.com/rej_ex

● w0rmer          https://twitter.com/0x686967

● ChiefCoolArrow  https://twitter.com/ChiefCoolArrow

● Kelly           https://twitter.com/kaoudis

https://twitter.com/sickcodes
https://twitter.com/wabafet1
https://twitter.com/D0rkerDevil
https://twitter.com/johnjhacking
https://twitter.com/rej_ex
https://twitter.com/0x686967
https://twitter.com/ChiefCoolArrow
https://twitter.com/kaoudis


Precision Agriculture

● Every single farm is connected.

● 5G, LTE, 2G/3G, LoRa, WiFi, GPS, 
GPRS, WAAS, RTK, NTRIP 



Precision Ag Accuracy



Accuracy

● https://
www.flickr.com/
photos/hindrik/
50411142851/



Accuracy

https://www.vecteezy.com/vector-art/94697-free-ear-of-corn-vector



What does 
the data 
do?



“Trade Secrets”

● “Does sharing data with data 
analytic providers destroy its 
secrecy?”

● “{I think the answer is probably 
“no,” provided sharing is done 
anonymously.”

● https://www.aglaw.us/janzenaglaw/
2015/9/30/is-farm-data-a-trade-
secret



Biofuel



Other data usage

● Carbon credits (carbon offset market)

● Mandatory
● Voluntary

● Shannon Sedgwick - Farmer turned Managing 
Director





Internet of...







Dipping my feet in...







“All” tractors





































rej_ex & john jackson’s CVE



rej_ex & john jackson’s CVE

● https://robertwillishacking.com/cve-2021-27653-march-2021/

https://robertwillishacking.com/cve-2021-27653-march-2021/
https://robertwillishacking.com/cve-2021-27653-march-2021/
















CASE IH + NEW HOLLAND



CASE IH + NEW HOLLAND

https://www.caseih.com/northamerica/en-
us/products/tractors/afs-connect-magnum-
series







CASE IH + NEW HOLLAND



































https://fccid.io/OV5-MA4G/Users-Manual/User-Manual-3048524



● https://
www.qualcomm.
com/company/
product-
security/
bulletins





Thank you.
● Sick Codes      https://twitter.com/sickcodes

● wabaf3t         https://twitter.com/wabafet1

● D0rkerDevil     https://twitter.com/D0rkerDevil

● johnjhacking    https://twitter.com/johnjhacking

● rej_ex          https://twitter.com/rej_ex

● w0rmer          https://twitter.com/0x686967

● ChiefCoolArrow  https://twitter.com/ChiefCoolArrow

● Kelly           https://twitter.com/kaoudis

● Willie Cade     https://twitter.com/WillieCade7

● Kevin Kenney    https://twitter.com/GrassrootsKK

https://twitter.com/sickcodes
https://twitter.com/wabafet1
https://twitter.com/D0rkerDevil
https://twitter.com/johnjhacking
https://twitter.com/rej_ex
https://twitter.com/0x686967
https://twitter.com/ChiefCoolArrow
https://twitter.com/kaoudis
https://twitter.com/WillieCade7
https://twitter.com/GrassrootsKK

