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Device ID Checksum:

8F941803
0x8F ⊕ 0x94 ⊕ 0x18 = 0x03
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“Time Turner” Protocol

1. Remain idle until the class is about to begin
2. Turn on and start emulating both a remote and a base station
3. Wait until device overhears a burst of radio traffic
4. Determine most popular student response using base station emulator
5. Broadcast most popular response from remote emulator
6. Repeat 2-5 until the expected end time of the class
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Authentication
An authentication mechanism can be:

1. Something you know (eg. passwords)
2. Something you have (eg. U2F keys)
3. Something you are (eg. biometrics)
4. Polling devices???





Kerckhoffs's Principle
A system should be secure even if everything except the key is public knowledge.



Kerckhoffs's Principle
A system should be secure even if everything except the key is public knowledge.



Kerckhoffs's Principle
A system should be secure even if everything except the key is public knowledge.



CIA Properties



CIA Properties
● Confidentiality



CIA Properties
● Confidentiality
● Integrity



CIA Properties
● Confidentiality
● Integrity 
● Availability



CIA Properties
● Confidentiality
● Integrity 
● Availability



CIA Properties
● Confidentiality
● Integrity 
● Availability



CIA Properties
● Confidentiality
● Integrity 
● Availability



Availability



Availability



Availability



Availability

Frequency-hopping spread spectrum



Availability

Frequency-hopping spread spectrum



Availability

Frequency-hopping spread spectrum



Confidentiality



Confidentiality



Confidentiality



Confidentiality



Integrity



Integrity



Authentication



Authentication



Authentication



Authentication



Security Summary



Security Summary



Security Summary

1. Use FHSS to avoid DoS attacks
2. Use encryption in transit



Security Summary

1. Use FHSS to avoid DoS attacks
2. Use encryption in transit

Bluetooth (or BLE)
(Kerckhoffs's Principle)



Security Summary

1. Use FHSS to avoid DoS attacks
2. Use encryption in transit
3. Use PUF
4. Use timed challenge-response

Bluetooth (or BLE)
(Kerckhoffs's Principle)



Security Summary

1. Use FHSS to avoid DoS attacks
2. Use encryption in transit
3. Use PUF
4. Use timed challenge-response

Bluetooth (or BLE)
(Kerckhoffs's Principle)



Security Summary

1. Use FHSS to avoid DoS attacks
2. Use encryption in transit
3. Use PUF
4. Use timed challenge-response

Bluetooth (or BLE)
(Kerckhoffs's Principle)










